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Secure All of Your Deployed Systems
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LANDesk® Security Suite
safeguards your enterprise with:

= Whitelisting
® Blacklisting

® Application control, including host-
based intrusion prevention (HIPS)
functionality

® Personal firewall
® Patch management
® Process modeling and automation

B Antivirus, anti-spyware, and anti-
malware features

® Third-party antivirus enforcement
® Device control

® Policy enforcement

® Data-loss prevention

® Dynamic, location-aware policies
that detect trusted and untrusted
networks

B Remote policy enforcement

B Microsoft® Windows® firewall
management

® Network access control (802.1x)
® Asset discovery and inventory

= \WAP discovery

B Real-time device discovery

® USB encryption

® \/ulnerability detection and
remediation

® Security configuration enforcement
® Compliance to standards such as:

B Payment Card Industry Data
Security Standards (PCI DSS)

5 Federal Desktop Core
Configuration (FDCC)

B Security Content Automation
Protocol (SCAP)

B Health Insurance Portability and
Accountability Act (HIPAA)

5 Sarbanes-Oxley

Connect and Secure All the Links
in Your IT Chain

These days, IT departments like yours are tasked with overseeing more security operations

and process concerns than ever before. The number of threats, applications, wireless
devices, and compliance demands is growing exponentially. What's frightening is that your
infrastructure is only as strong as its weakest link.

Your infrastructure is a “chain” of links, from core servers to network servers and a myriad of
devices—including desktops, laptops, and portable storage media. And the only thing more
frightening than contemplating how under-protected some of these links are (USB drives, for
example) is realizing that, from a security standpoint, many of them aren’t even connected—
at least not in a way that enables you to effectively manage their operations and process
issues. (Think road-tripping laptops.) These links are just floating out in the ether, waiting to
be either exploited or incorporated into the rest of your network chain and strengthened to
the same level as the stuff you've already got under control.

We're pretty sure you'll agree the latter option is the way to go. Because when the inevitable
security breach comes—whether it’s data leakage, a virus, malware, spyware, or another
form of malicious attack—you need to be able to react immediately. And the stakes couldn’t
be any higher: Failure to recognize and remediate problems as quickly as possible risks loss
of invaluable proprietary data, irreparable brand damage, and significant capital loss from
plummeting productivicy—as well as possible fines and legal action in the case of customer
data loss.

But it’s more than that. Although lots of solutions on the market deal with these
vulnerabilities, the fact that there are so many tools is actually part of the problem. Because
when data is compromised, when weaknesses are exploited, when critical patches need
distribution, you don’t want to be hunting through 25 different consoles to find the one
that’ll close the loop.

That's why you need a single, comprehensive solution that integrates a personal firewall,
patch management, application control, whitelisting, blacklisting, compliance assessment,
and a host of other cutting-edge security solutions to keep your enterprise safe—all from one
mighty console.

That’s Why You Need LANDesk® Security Suite 9

Stellar security comes with stellar management of network endpoints, but you can’t secure
devices you can’t discover. And let’s face it—with the rising trend toward telecommuting and
ever-more-portable storage media—this is getting harder, not easier. That’s why you and your
team are regularly working longer hours when you should be enjoying worry-free evenings
and weekends.

But with LANDesk® Security Suite, your weekends will soon be your own again. LANDesk
works with customers all over the world to understand and address your everyday concerns,
things like enforcing policies on computers anywhere in the world and making dynamic
changes based on whether those machines are connected to trusted or untrusted networks.

And that’s not the half of it. LANDesk Security Suite makes comprehensive protection a
reality with robust solutions in every major sector of your endpoint security needs.



Key Features

Integrated Endpoint Security

® NEW LANDesk® Personal Firewall —Limits access to authorized networks or IP
addresses to ensure increased system protection and dramatically reduce the potential
for effective system attacks

® NEW Location-aware policies—DPreserve productivity and reduce the chance of
data loss and infection with dynamic policies that adjust security settings—including
application control, anti-malware configuration, and removable storage restrictions—

based on the environment a selected machine is in

" NEW Application and device control—Uses a single, integrated agent that monitors,
protects, and controls application and device usage on the endpoint

G LANDesk® Management Console
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LANDesk® Personal Firewall
Compliance Assessment and Remediation

u Comprehensive assessments—Help you enforce alignment with compliance
standards such as Payment Card Industry, SANS, NIST, NSA and others to support
PCI DSS, FDCC, SCAP, HIPAA, and Sarbanes-Oxley

" Robust reporting capabilities—Include trend graphs and security policy and
spyware reports

" LANDesk® Network Access Control (optional)—Works with LANDesk Security
Suite to prevent compromised or noncompliant systems from connecting to the
network until they have been fully remediated

Device Control

" USB encryption policies—Control use of mass storage devices by making
them read-only, blocking them entirely, or forcing encryption

" Advanced device management—Oversees access to drives, modems, USB and
communications ports, bridging networks, and wireless channels such as 802.11x
and Bluetooth

" Shadow-copy functionality—Monitors files copied to peripheral devices to prevent
data leakage on CD-ROMs, DVDs, and other portable media

“LANDesk has given us greater
visibility, flexibility and control over
the management and security of
our endpoints, while significantly
increasing our overall user
satisfaction. It has been a great
success for us.”

—Ranabir Dey

Director of IT

American Institute of Certified Public
Accountants (AICPA)

“By being able to direct patch,
spyware remediation, vulnerability
scanning, and inventory control

from a central interface, LANDesk®
Security Suite has helped VCPI reach
greater levels of security control and
efficiency.”

—Joe Riesberg

Manager of IT Security and
Regulatory Compliance
VCPI

“We did an analysis of several different
products and LANDesk came out way
ahead. The different layers of security
in LANDesk give us a lot of power and
flexibility. Whether it’s blocking a file or
rolling out a patch, LANDesk enables
us to address threats and keep our
PCs secure.”

— Judy Brown

Senior Manager of IT Support
N.E.W. Customer Services
Company, Inc.



Key Features continued

Application Control

" Host-based intrusion prevention (HIPS) functionality—
Adds zero-day and stealth-rootkit threat protection with
behavior-based execution control and blocking that prevents
malicious attacks on the host

" Whitelisting and blacklisting—Allows only authorized
programs to run and stops unauthorized or prohibited
applications—including on systems disconnected from the
network—even if users rename the file

" Seamless integration—Ensures that application control
features work in tandem with new personal firewall features

" Group and user-level restrictions—Offer greater control of
who can access specific applications

Advanced Vulnerability Assessment and
Remediation

" Patch management—Automatically identifies operating
system and application patch needs using LANDesk’s
comprehensive vulnerability assessment and patch database;
also shows what vulnerabilities a patch might introduce by
revealing which patches depend on others

" Custom settings—Let you control which vulnerabilities
and newly available definitions you receive alerts on; also lets
you build custom patch packages to address any detected
vulnerability and bring systems into compliance with
company or industry standards

" LANDesk® Targeted Multicast™ and LANDesk® Peer
Download™ technologies—Achieve a fully patched state
across the enterprise more quickly and with minimal impact
to the network

# Standard, custom, and high-frequency scans—Provide
increased flexibility in controlling what you scan for and how
often you scan for it

Hands-off deployment—Automates the pilot and rollout
phases of vulnerability assessment and patch deployment

Visit www.landesk.com for more information.

LANDesk Antivirus, Anti-spyware, and Anti-
malware Protection

# Advanced protection—Eases network burden and centralizes
protection against spyware, adware, Trojan horses, keyloggers,
and other malware

# Award-winning LANDesk® Antivirus (optional)—
Integrates with LANDesk Security Suite to protect systems,
including Microsoft Exchange Server 2007 from stealth
rootkits and other forms of malware

Enforcement of Windows Firewall and Existing
Antivirus Solutions

# Third-party antivirus control—Manages antivirus solutions
from McAfee, Norton, Sophos, Symantec, Trend-Micro, CA,
ESET, and Kaspersky

® Microsoft Windows firewall management—Identifies

unprotected wired and wireless machines, and enables and
configures Windows Vista® and Windows XP firewalls

" Custom configurability—Lets you set up one firewall for all
systems or customize firewall configurations for individual
systems or groups of systems

Beyond Security: Make IT the Precision Machine
Powering Enterprise Success

When you've got a comprehensive toolset like what we've

packed into LANDesk Security Suite, you don't just make IT an
unbreakable chain securing the gateway to your organization—
you also make it a precision-milled chain that reliably and
continuously transmits power between all the crucial gears in the
enterprise machinery. Rather than facilitating haphazard progress
like a moped whose chain falls off periodically, an IT department
running LANDesk Security Suite helps the enterprise function
like a luxury Ducati racing bike. Because when endpoint security
is optimized and systems are running at full capacity, the entire
enterprise maintains productivity and progresses toward its

business objectives.

To get your organization on the fast track to comprehensive security,
contact a LANDesk sales representative for a product demo.

To the maximum extent permitted under applicable law, LANDesk assumes no liability whatsoever, and disclaims any express or implied warranty,
relating to the sale and/or use of LANDesk products including liability or warranties relating to fitness for a particular purpose, merchantability, or

infringement of any patent, copyright or other intellectual property right, without limiting the rights under copyright

LANDesk retains the right to make changes to this document or related product specifications and descriptions, at any time, without notice.
LANDesk makes no warranty for the use of this document and assumes no responsibility for any errors that can appear in the document nor
does it make a commitment to update the information contained herein. For the most current product information, please visit www.landesk.com.
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