
Proven. Trusted.

Protection for files stored on servers and additional 
layers of security for the network perimeter.

	� Mail Security blocks malware, spam, spear phishing scams 
and unsolicited email messages from entering your network 
and disrupting your clinicians work.  

	� File Security enforces antimalware on your servers, to keep 
the OS and sensitive files free of threats. 

	� SharePoint™ Server protects patient data for healthcare 
organizations with an Electronic Healthcare Record (EHR)/
Electronic Medical Record (EMR) system that uses SharePoint 
as the storage engine.

	� Gateway Security blocks inbound threats carried in Web and 
FTP traffic at the network perimeter, providing an additional 
line of defense. 

Security to safeguard confidential patient data and 
meet regulatory compliance mandates.

	� ESET Two-Factor Authentication protects against 
unauthorized users logging in to your network and accessing 
confidential patient data, using passwords that might have 
been stolen or guessed.

	 FIPS 140-2 Level 1 Validated Encryption through ESET 
Technology Alliance partner DESlock+ makes patient data 
stored on removable drives, laptop hard drives or in email 
messages, unreadable to unauthorized parties, and gives your 
organization safe harbor from HIPAA Breach Notification Rule 
penalties in the event of a data breach.

Fast, light protection against Internet threats for 
your organization’s workstations.

	� Antivirus and Antispyware counters online and offline 
threats with proven NOD32® technology. 

	� Device Control prevents malware from entering your 
organization’s network via removable media. 

 	� Smart Firewall  blocks network access to and from  
rogue applications.

 	� Content Filtering limits website access to protect users from 
visiting suspect websites.

 	� Remote Administrator lets you easily manage all of your 
endpoints from a single console.

Worry less about security so you can focus on initiatives that improve patient care. Work with ESET® and one of our local partners for an easy-to-implement,  
easy-to-manage solution to help address key issues of HIPAA and HITECH compliance. ESET will help you identify, configure and install the right solutions, mitigate risks and 
plan for a quick recovery if an incident happens. ESET solutions secure your data and keep your organization up and running so you can focus on the needs of your business, 
your patients and your practice.
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Bundled solutions give you the flexibility to implement an ESET security solution to fit your compliance needs 
now, and to add, renew and upgrade as your business grows and regulations evolve. 

ESET Endpoint Protection Standard
Keep your network clean and protect your endpoints (computers, 
smartphones, tablets and file servers) against emerging threats 
and data theft with security that is easily manageable from a 
single console. 

ESET Secure Business
Protect all computers, laptops, mobile devices and file servers—
and prevent email-borne malware and phishing messages from 
reaching them—with Mail Security that hardens your network 
with an extra line of defense.

ESET Endpoint Protection Advanced
Build on the security of Endpoint Protection Standard by adding 
a firewall, antispam and content filtering—implementing 
additional layers of protection for your company network and 
mobile workforce. 

ESET Secure Enterprise
Choose this option if you operate your own Internet gateway 
server. Safeguard your HTTP/FTP communications and block 
malware at your network perimeter while maximally protecting 
endpoints and servers.

Services from ESET and local partners support  
your continuing compliance and keep your  
business running.

ESET and its local partners offer:

	� Cyber Threat Assessments to identify and remediate 
vulnerabilities in your environment.  

	� IT/Internet Use Policy review and recommendations to 
mitigate current and future risks, including those related to 
data breaches. 

	� Implementation and Support Services, from installation 
and customization to training and technical support, 
conducted on-site or remotely. 
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