
©2012 Check Point Software Technologies Ltd. All rights reserved.       
Classification: [Protected] - All rights reserved       1   | 

Datasheet:  
Anti-Malware & Program Control for Endpoint

Anti-Malware & Program Control

YOUR CHALLENGE
Threats such as malware, viruses, keystroke loggers, Trojans, and rootkits, and  
rouge programs are constantly changing. IT departments have to quickly adapt to new 
and emerging threats to prevent endpoints from becoming compromised and prevent 
corporate data from being put in the wrong hands. Remotely managing security 
software while not impacting the user experience poses additional  
challenges for IT teams. 

PRODUCT DESCRIPTION
The Check Point Anti-Malware & Program Control Software Blade efficiently detects 
and removes malware from endpoints with a single scan. Viruses, spyware, keystroke 
loggers, Trojans and rootkits are identified using signatures, behavior blockers and 
heuristic analysis. Program control allows only approved programs to run on the 
endpoint and terminate not approved or untrusted programs. This software blade  
is easily managed by unified Endpoint Security Management.

OUR SOLUTION
Check Point Anti-Malware & Program Control prevents and stops threats such 
as mal-ware, viruses, keystroke loggers, Trojans, and root kits from entering and 
infecting endpoints. With fast malware scans and boot times, user experiences are 
not impacted thereby enhancing productivity time and reducing IT overhead. Check 
Point Anti-Malware & Program Control further reduces resource usage and cost by 
providing the capability to deploy and manage security software from a centrally 
managed console. 

Minimal Impact and Footprint
•	 Minimal impact on endpoint systems by having the smallest memory and disk 

footprints along with the fastest malware and anti-virus scan and boot times.

Prevent Malware from Accessing Endpoints with a Single Scan
•	 Malware can be identified in a single scan via signatures, heuristics analysis, and 

behavior blockers. When an issue has been found, an administrator can take 
remedial action to prevent infection and damage to endpoints.

PRODUCT FEATURES
n Minimal resource usage and least  

intrusive user experience
n Comprehensive anti-malware and  

anti-virus protection in one program
n Program control ensures only legitimate, 

approved programs are allowed to run 
and perform tasks on endpoints. Non 
approved programs and untrusted 
programs can be blocked or terminated. 

n Program control advisory provides the 
ability to check if a program is trusted  
or not in front of an always-updated  
cloud based service 

 
PRODUCT BENEFITS
n Industry’s fastest malware and anti-virus 

scan and boot time
n Prevents malware from accessing 

endpoints with a single scan
n Protection is automatically updated with 

the Program Advisor cloud based service 
n Knowledge base of more than four million 

trusted or suspicious programs
n Integration with Check Point Software 

Blade Architecture for a single-console, 
centrally-managed endpoint solution. 

Anti-Malware & Program Control
Efficiently detects and removes 
malware from endpoints with a 
single scan
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Continuously Updated Program Advisory  
Cloud Database
•	 A knowledge base of more than one four million trusted or 

suspicious programs saves IT the headache of managing 
new programs that shouldn’t be trusted. 

Central Management
•	 The Anti-Malware and Program Control Software Blade is 

centrally managed by the Endpoint Policy Management 
Software Blade, enabling central policy administration, 
enforcement and logging from a single, user-friendly 
console.

Integrated into Check Point Software Blade 
Architecture
•	 TThe Anti-Malware and Program Control Software Blade is 

fully integrated into the Software Blade architecture, saving 
time and reducing costs by allowing customers to quickly 
expand security protection while keeping a single client and 
simple user experience to meet changing requirements.

•	 Additional Endpoint Security Software Blades: Desktop 
Firewall and Compliance Check, WebCheck Browser 
Virtualization, Media Encryption and Port Protection, Full 
Disk Encryption and Remote Access VPN. 

SOFTWARE BLADE SPECIFICATIONS

Client Platform Support 

•	 Windows	7	(32	&	64-bit)	

•	 Windows	Vista	(32	&	64-bit)

•	 Windows	XP	Pro	(32-bit,	SP2,	SP3)

Client Language Support

•	 English	

•	 Japanese	

•	 French

•	 Italian

•	 German

•	 Chinese	(simplified)

•	 Spanish

•	 Russian

Management Platform

See Endpoint Policy Management Software Blade

ANTI-MALWARE SCANNING

Antivirus

On-access Virus Scan •	 Scans files as they are opened, executed or  
  closed, allowing immediate detection and  
  treatment of viruses

Deep Scan •	 Runs a detailed scan of every file on  
  selected scan targets

Scan Target Drives •	 Specifies directories and file types to scan

Scan Exclusions •	 Specifies directories and file extensions  
  excluded from scanning

Treatment Options •	 Choice of remediation: repair, rename,  
  quarantine, delete

Anti-spyware

Intelligent Quick Scan •	 Checks	the	most	common	areas	of	the	file	 
  system and registry for traces of spyware

Full-system Scan •	 Scans	local	file	folders	and	specific	file	types

Deep-inspection Scan •	 Scans	every	byte	of	data	on	the	computer

Scan Target Drives •	 Specifies which directories and file types  
  to scan

Scan Exclusions •	 Specifies directories and file extensions  
  excluded from scanning

Treatment Options •	 Choice of remediation: repair, rename,  
  quarantine, delete


