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 “The traditional limits of 
networking with subnets and 
VLANs and how you span 
them between locations is 
eliminated with NSX.”

MIKE FELD 
INTERIM CTO 
BAYSTATE HEALTH

One of the defining characteristics of the healthcare industry right now is 
how quickly health systems are consolidating. Much of this consolidation is 
driven by the recent push for healthcare systems to embrace electronic health 
record (EHR) systems. In some cases, smaller health systems cannot 
implement certified versions of EHR solutions fast enough to be able to 
qualify for the appropriate funding and are therefore joining up with larger 
organizations to leverage their systems. 

Security Concerns & Operational Challenges
Mergers and acquisitions (M&A) are complicated and tend to freeze IT projects 
on both sides of the deal. It’s not easy to merge disparate technologies and 
establish a common set of compliance and operating standards. 

The first challenge when merging two environments is security. Simply allowing 
physicians to access the network from newly acquired hospitals or clinics can 
be a daunting task. It often takes time to vet the security of the newly 
acquired organization’s IT environment. Until this happens, access to the new 
environment needs to be tightly controlled. 

The second challenge is operational in nature. For one, IT has to figure out 
how to combine multiple IP network spaces in order to truly unify the 
environment. Traditionally, this means reissuing IP addresses to the acquired 
systems, a process that is both labor and time intensive. One wrong step 
and clinicians can lose access to critical applications and systems. Add to 
this, the headache from dealing with different systems from different 
vendors to configure network and security policies. 

Secure, Seamless M&A 
By defining networking and security services logically in software, VMware 
NSX® can address both security and operational concerns. 

First, NSX ensures that the existing environment is protected before the 
process of integrating new systems begins. By micro-segmenting the existing 
infrastructure and defining security policy at the individual workload level, the 
risk posed by a newly acquired compromised system during the M&A process 
is lessened considerably.
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KEY POINTS

• Mergers and acquisitions create 
operational and security challenges 
for healthcare IT teams.

• Integrating multiple environments 
efficiently and quickly is imperative 
to ensure clinicians can continue to 
provide care.

• NSX helps healthcare IT teams 
extend their existing environment 
into newly acquired environments 
safely and easily.

KEY STATISTICS

In the first 6 months of 2016 alone, 
there was a rise in healthcare 
acquisitions of 6.1%.

• See the Kaufman Hall report.

LEARN MORE

Find out more at  
VMware Healthcare Solutions.

Finally, what happens to the various resources in the different buildings? Some 
healthcare organizations may want or need to run both in parallel, while 
others wish to consolidate data centers. Whether for active-active operations 
or for a one-time migration event, by extending the network and security 
across geographical locations NSX can streamline these operations. 

Logical networks are created to isolate networks that may have overlapping IP 
addresses. From there, logical networks and physical locations of workloads 
can be changed independent of each other, making it possible to keep 
everything online, while also consolidating, and without the need to reconfigure 
networking or security. This ensures that critical healthcare systems are highly 
available at all times during a merger or acquisition and that patients and 
clinicians alike are unaffected.

http:/www.kaufmanhall.com/about/news/ma-hospital-merger-and-acquisition-activity-expands-in-first-half-of-2016-according-to-kaufman-hall-analysis
http://www.vmware.com/solutions/industry/healthcare.html

