
Backup and Recovery Business Continuity Planning (BCP) 
Why this solution?
On average, organizations experience up to four major 
disruptions annually. The cost of these disruptions can be 
staggering: as much as $1.5 million per hour. If the disruption 
prevents organizations from meeting customer needs or 
brings them out of compliance with key government regulations, 
impacts can be even more significant and far-reaching.

This solution combines Microsoft Azure Site Recovery (ASR), 
Azure Backup, and System Center Data Protection Manager 
(DPM) to create a workload-aware, best-in-class disaster recovery 
solution that makes it possible for organizations to recover from 
disruptions within minutes—and with minimal data loss. 

Cloud Solution Provider

The Microsoft Cloud Solution Provider (CSP) program allows 
you to sell Microsoft cloud services along with your own 
offerings and services. Through the CSP, you will own the 
end-to-end relationship with your customer through direct 
billing, provisioning, management, and support, which allows 
you to streamline your relationship with your customer, scale 
through the ability to provide new services and offers to 
existing and new customers, and enjoy additional revenue 
opportunities.

Microsoft Azure Certified

Microsoft Azure Certified for Hybrid Cloud provides you with 
an opportunity to better showcase and brand your hybrid 
solutions that run on Microsoft Azure. This new program allows 
you to continue to benefit from your Microsoft Azure cloud 
investments with the addition of new in-product tools, business 
and technical resources, and the added differentiator of being a 
Microsoft Azure Certified for Hybrid Cloud partner to power 
you as you extend your hybrid cloud portfolio to better serve 
existing clients and reach new customers.

Customer benefits
Minimal investment, since no secondary site is needed

Reduced operational expenses with shift to cloud recovery 
and automation, including assured recovery of applications 
and systems

New high availability and disaster recovery options

Data sovereignty with geo-replicated off-site storage

Reduced data loss (RPO), reduced implementation time, and 
increased speed of recovery (RTO) with premium service level 
agreements

Familiar tools used across a common platform that make the 
solution easier to embrace

Monitoring and management of protection and recovery, 
with the ability to increase focus on the core business instead 
of devoting resources to the development, administration, 
maintenance, and security of an on-premises disaster 
recovery solution

Ability to quickly and inexpensively test a high availability and 
disaster recovery solution

What’s in it for you
Add more capabilities by providing complementary solutions to 
your infrastructure-as-a-service (IaaS) offerings

Gain new revenue streams by cross-selling managed services, 
such as migration services (customer site to hosted site 
to Azure and vice versa) or heterogeneous workloads and 
application consulting

Offer a differentiated solution that provides your customers 
with high availability, high performance, and scalable 
infrastructure services

Expand your reach with new offerings that include hybrid 
scenarios and leverage a large SQL Server customer base

Deliver a uniquely branded solution through Microsoft Azure 
Certification

Resources 

Customer challenges
The unprecedented growth of data is significantly impacting 
business continuity in most organizations: 

Looking for ways to manage ever-growing volumes of data
Too much data

Relying on untested disaster recovery solutions
Unreliable solution

Adhering to long data retention policies 

Compliance

Dealing with the complexity of protecting data and applications
Security

Controlling costs as data size and virtual machines scale up
Cost

The value of Backup and Recovery – BCP 

Hosted 
workloads
to Azure

Introduced in January 2014, ASR helps customers protect important services by coordinating the replication and recovery of Microsoft System Center 2012 private clouds at a 
secondary location. ASR provides three key functions:

Simple, automated protection. 
Protect customer environments by automating the replication of virtual machines based on 
policies that you set and control. ASR coordinates and manages the ongoing replication of data 
by integrating with existing technologies, such as Microsoft Hyper-V Replica, System Center, 
and SQL Server AlwaysOn.

Continuous health monitoring. 
ASR monitors the state of Microsoft System Center Virtual Machine Manager (SCVMM) clouds 
continuously and remotely from Azure. When replicating between two sites you control, only the 
Virtual Machine Manager servers communicate directly with Azure—your virtual machine data 
and replicated workloads remain on your networks. All communication with Azure is encrypted. 

Orchestrated recovery. 
ASR helps you automate the orderly recovery of services in the event of a site outage at a 
customer’s primary datacenter. You can bring up virtual machines in an orchestrated fashion to 
help restore service quickly, even for complex multi-tier workloads. Recovery plans are simple 
to create through the Azure management portal, where they are stored. The plans can be as 
simple or advanced as a customer’s business requirements demand, including the execution of 
custom Windows PowerShell scripts and pauses for manual interventions. You can also customize 
networks by mapping virtual networks between the primary and recovery site. Test these plans 
whenever you like without disrupting the services at your primary location. 
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Customers with multiple sites, or a 
secondary site from a hosted service 
provider (with Hyper-V running on both 
the primary and secondary site). 

Orchestrates replication and recovery across 
multiple sites with Hyper-V Replica, an 
in-box virtual machine replication technology 
built into Windows Server 2012/R2 that 
serves as the engine of replication.

Customers with an investment in SAN 
technology that includes in-box 
replication through integration with 
Hyper-V, System Center, and ASR. 

Orchestrates the replication and recovery 
of key workloads between sites, 
harnessing the power of the SAN through 
asynchronous or synchronous replication 
for data transfer between sites.

Customers without a secondary site, 
running Hyper-V on a primary site. 

Orchestrates the replication and recovery 
of on-premises workloads onto Azure 
datacenters, as a target for failover in the 
event of a disaster. Hyper-V Replica
could, for example, serve as the engine 
of replication.

Customers without Hyper-V in their 
datacenters.

By taking advantage of InMage, customers 
can orchestrate the replication and recovery of 
key workloads, from physical or VMware-
based sites, over to a secondary site that is also 
running VMware. InMage Scout provides the 
replication engine and transfers data between 
the two on-premises locations. In the future, 
customers will be able to use InMage Scout to 
replicate and recover VMware-based virtual 
machines onto Azure.  

SharePoint datacenter to Microsoft 
Azure (H-A)

Provide disaster recovery for auditing 
and/or compliance purposes without the 
cost of setting up and running an 
additional datacenter. 

Customer 
workloads 
to Azure

Customer datacenter to Microsoft 
Azure (C-A) 

Provide comprehensive managed disaster 
recovery services for customers looking 
for data protection in a public cloud. 

Customer 
workloads to 
Microsoft Azure 
Certified for 
Hybrid Cloud 
partner cloud

Customer datacenter to Microsoft 
Azure Certified for Hybrid Cloud 
(hoster) datacenter (C-H)

Provide protection for customers 
running on-premises workloads while 
also attracting new customers and 
using this offering as an onramp for 
customers migrating workloads to 
Microsoft Azure Certified for Hybrid 
Cloud datacenters. 
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Backup and Recovery – BCP for Microsoft Azure Certified for Hybrid Cloud partners 
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