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THE VARIETY OF APPLICATIONS AND THEIR 
DEPLOYMENT METHODS CONTINUE TO EVOLVE 
AT LIGHTNING SPEED. 

This has created greater demand for a virtualization platform 
that can keep up in app support, performance, management, 
and extensibility to the cloud. 

The reality is that not all server virtualization products are the same, and some haven’t 
evolved to accommodate all of the critical capabilities that modern applications need. 

Selecting a virtualization platform is far from an “any will do” proposition, particularly given 
the evolving state of application deployment. This checklist provides the top four criteria that 
enterprises should consider during the virtualization platform selection process.
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With so many ISVs and new applications, you need a virtualization platform 
that can support your current or future apps. It’s important to understand that 
supporting any app means:

1.  Having the most extensive guest operating system support, including but not limited to 
Windows, Linux, Solaris, and Mac OS X. 

2. Offering the highest level of support for both Linux and Unix operating systems. 

3.  Supporting not only legacy apps and traditional apps, but also cloud-native apps, container 
apps, microservices, and new apps such as SAP HANA and Big Data. It’s important for 
hypervisor vendors to partner with ISVs that support the applications businesses rely on.

1. SUPPORT ANY APP
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HIGH AVAILABILITY/UPTIME

To provide the type of uptime today’s enterprises demand, an ideal solution will include: 

1) Storage for image backup
•  The hypervisor should be rigorously tested and certified on the most widely used storage arrays, 

including systems from Dell, EMC, Fujitsu, Fujitsu Siemens, HP, Hitachi Data Systems, IBM, NEC, 
NetApp, StorageTek, Sun Microsystems, Pillar, and Xiotech.

2) Advanced memory protection and management
•  A critical capability in the hypervisor is memory fault isolation, which preemptively reduces the 

risk of uncorrectable errors that result in VM or host downtime. The right system can manage 
memory with industry-leading efficiency that reduces downtime and waste.

3)    The ability to hot-add virtual devices without downtime
•  The hypervisor should include comprehensive features that can move virtual machines without 

downtime while adding memory, hard disks, CPUs, and NICs.

SECURITY

The ideal virtualization layer would also be less than 160MB—a fraction of the size of a general-
purpose operating system—and deliver unfailing security. Apps can be safeguarded with the 
following native security features:

1.  A hypervisor layer anti-virus offload that lets administrators manage anti-virus and anti-
malware policies through the same management interfaces that are used to secure the physical 
infrastructure—without the need for in-guest agents. Use industry leading anti-virus solutions or 
leverage REST APIs for customized integration.

2.  A firewall management interface that is protected by a service-oriented, stateless, and easily 
configurable firewall.
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The only way to achieve near-native, bare-metal, high performance and 
persistent uptime for all app types—including SAP HANA, Hadoop, and even 
graphics-intensive workloads—is through a lightweight and robust virtualization 
platform running directly on the underlying server hardware. 

APP PERFORMANCE

To maximize app performance, your virtualization platform should include these capabilities:

1.  Bare-metal architecture that allows the virtualization platform to run on the server hardware—not 
intermediated by a server operating system.

2.  A direct driver model that can locate the device drivers linking virtual machines to physical devices 
directly in the hypervisor. The shorter I/O path promotes optimal performance.

3.  Support for Microsoft® Clustering Services that run the Microsoft Windows operating system 
across physical hosts, with support for failover clustering, SQL clustering, and AlwaysOn 
Availability Groups.

4. Hardware-accelerated 3D graphics support inside a virtual machine. 

5. A Linux guest graphics acceleration driver for the entire graphics stack.

6. The ability to scale for the future by supporting large virtual machine workloads. 

2. OFFER THE HIGHEST LEVELS OF APP 
PERFORMANCE, UPTIME AND SECURITY
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Efficient, transparent, and—whenever possible—automated operations and 
management should always be a priority when deploying a virtualization 
hypervisor. These are critical points to consider:

1. Reduce the amount of ongoing patchwork.

2.  Minimize the number of management interfaces to joggle. Some virtualization products have up 
to eight separate interfaces—which makes effective management much more difficult. A single 
management interface can offer end-to-end visibility as well as centralized automation and 
guidance. 

3.  Incorporate intelligent, enterprise-class operations virtualization management tools that cover 
applications, storage, and hardware. For example, the tool should be designed as a platform that 
can scale out as needed.

3. PROVIDE SIMPLIFIED  
OPERATIONS AND MANAGEMENT

MAKE SURE IT ALSO OFFERS:

• An automation framework

•  Strong visualization support via dashboards  
and reports

• Efficient policy management

•  State-of-the-art performance monitoring, 
operational analytics, and log insights

• Robust capacity management

• Intelligent workload balancing

•  Change, configuration, and compliance 
management

• Application-dependency mapping

• Application monitoring support

• An API for extensibility

• Comprehensive log insights
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4. EXTEND YOUR ON-PREMISE APPS  
TO PUBLIC CLOUDS WHILE ALSO FUTURE-

PROOFING YOUR HYBRID CLOUD

It’s inefficient and costly to convert apps when extending them from on-premise 
and the public cloud—or moving them between the two domains. When 
considering the best strategy, consider a solution that:

1. Avoids re-engineering an app when moving it between clouds.

2. Is purpose-built for the next generation of applications.

Forward-looking enterprises are embracing a software-defined data center (SDDC) architecture, 
which can deliver application provisioning in minutes with the right availability and security for every 
app. An SDDC is:

1. A fully virtualized infrastructure

2. Delivered on a flexible mix of private and hybrid clouds

3.  Governed by a comprehensive cloud management platform should consider during the 
virtualization platform selection process.
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SUMMARY

When considering virtualization platforms, differentiators should include app 
support, performance, uptime, security, and operations and management—
as well as future extensibility capabilities to the cloud. VMware vSphere® 
stands alone among virtualization platforms across these criteria and delivers 
unmatched innovation and capabilities.

Discover how VMware provides the best answers to your virtualization and 
cloud journey questions. 

Visit: www.vmware.com/products/vsphere



Learn more

At Insight, we’ll help you solve challenges and improve

performance with Intelligent Technology SolutionsTM.

Work smarter.

http://www.insight.com/en_US/buy/partner/vmware.html
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