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Introduction 

Think Bigger Than Anti-Virus and Laptops 
In today’s ‘always on, always connected’ world where 
sensitive data is almost certain to be stored 
electronically, organizations can no longer afford to 
operate without some form of Endpoint Protection. 
The costs related to network downtime or stolen data 
resulting from malicious attacks significantly 
outweighs that of maintaining an up to date solution. 
 
Endpoint security now requires more than simply 
installing anti-virus on laptops. The definition of an 
endpoint has evolved to include securing all types of 
computing devices that connect to a corporate 
network. The goal of Endpoint Security today is to 
protect any organizational information residing on 
connected devices to reduce corporate risk 
exposure.  
 
The technology toolset deployed to meet this goal 
has evolved over the years, from point solution anti-
malware, encryption, and data protection, to name a 
few. Modern-day Endpoint Protection encompasses 
the entirety of securing and protecting endpoint 
devices and the data residing therein. Each function 
began as a standalone product, but are now 
becoming integrated as the evolving threat landscape 
leads more organizations to demand these 
capabilities be integrated into a simple to manage 
solution, giving rise to the Endpoint Protection 
Security Suites.  
 
Although the unified nature of Endpoint Protection 
has made extensive security functionality easier to 
manage, selecting the right products can be a difficult 
task. This whitepaper aims to explain how the core 
functionality of Enterprise Protection suites have 
developed, what to look for in a solution, and which technologies will need to be considered in 
the future. In today’s business environment, it is no longer a question of whether to invest in 
Endpoint Protection, but a question of which solution is right for your organization. 

  

 How it Got Here 

 From Melissa and Love Bug, 

viruses and malware evolve 

constantly to breach and infect 

organizations’ devices and 

networks 

 The first commercial anti-virus 

scanners were released in the 

early ‘90s 

 Signature detection based on 

known malicious file formats and 

origins quickly became the staple 

of Endpoint Protection 

 Blacklisting, whitelisting, and 

pattern matching abilities were 

also staples of early Endpoint 

Protection 

 New tools and technologies 

developed as the capabilities of 

malicious software increased 

 Niche technologies delivered as 

point solutions like anti-malware, 

encryption, intrusion detection 

and prevention, web filtering, 

email security, or data protection 

 Organizations left to manage 5 to 

10 unique solutions – demand a 

streamlined solution 
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Current Threat Landscape 

Mitigating Advanced Targeted Threats 
Security threats that take advantage of 
vulnerabilities in the endpoint are becoming 
increasingly difficult to stop or mitigate. The 
prevalence of free and open-source malware and 
development tools is making it easier than ever to 
design and spread malicious software. These allow 
adversaries to learn how to hack in online courses, 
share and collaborate in hacker communities, and 
build their own malware in commonly available “do-
it-yourself” kits.  
 
Today’s organizations face the troubling fact that 
even as the skill and effort required to attack is 
decreasing, the overall sophistication of attacks is 
increasing. With so much sensitive information 
existing digitally, the economic return of hacking 
has increased dramatically. There is more incentive 
now than ever to maliciously infiltrate an 
organization’s systems and extract valuable data. Losses incurred by breached organizations 
continue to rise as larger, more sophisticated attacks proliferate. 
 
Modern, targeted attacks are often much more specific and persistent. These malicious 
processes will target a specific entity often for the purposes of extracting data. In order to 
achieve this, targeted attacks must go undetected by their target, meaning that they are 
stealthily installed at the endpoint. These attacks will use multiple methods including the 
following examples: 
 

 Compromised URLs 

 Executable attachments 

 Seemingly personal emails and text messages  
 
These types of targeted attacks require an initial compromise in order to access the device. This 
can include spear phishing via social engineering (user-initiated access), as well as zero-day 
exploits (which do not necessarily require a user action).  
 

            
 

 Types of Targeted Attacks 

Spear Phishing and Social 

Engineering – require an attacker to 

gain the trust of a specific individual. 

Can use an email disguised as a 

trusted source or ongoing 

psychological manipulation. 

Zero-day Exploits – rely on 

discovering an unknown vulnerability in 

an application or OS and exploiting it 

before it has been patched by the 

developer. 

Broad-stroke attack 

with many targets 

Tricks or confuses 

users into unknowingly 

giving up access or 

information 

 

Purposeful, often with 

a specific goal in mind 

Often exploiting gaps 

in security rather than 

user error or 

interaction 
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Much of the growth in endpoint attacks has been driven by the increasing number of mobile 
devices in the workplace. Whether managed directly by the organization or BYOD, mobile 
devices used for business communication are more commonly being targeted by malware and 
Targeted Attacks. As such, mobile devices, including smartphones and tablets, present one of 
the greatest potential security risks within the IT environment. Due to both the prevalence of 
mobile devices and attacks targeting them, Enterprise Mobile Security (EMS) is becoming a 
necessity for many organizations.  

Current Market Overview 

Keeping up with the Evolving Technological Landscape 
Info-Tech has identified five security “mega trends” 
that most organizations will have to face in some 
form. These mega trends are: 

 Cloud, 

 Mobility,  

 Big Data,  

 Consumerization/BYOX  

 Targeted Attack protection.  
 
In Info-Tech’s security house framework (Figure 1), 
these trends form the “roof” of the house which can 
only be addressed once each of the three pillars has 
been established. Central to these pillars is the 
concept of Asset Security Services, specifically 
Endpoint Protection. The framework indicates that 
organizations looking to address any of the security mega trends must invest in appropriate 
Endpoint Protection technologies that support these goals.  
 
Figure 1 

 

 Four Key Components of 

Modern Endpoint Protection 

1. Security beyond signature 

detection 

2. The ability to protect data on the 

move 

3. Interactive security management 

interfaces 

4. Expanded platform integration 
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As these mega trends continue to alter the security 
landscape, Endpoint Protection offerings are 
continuing to evolve to keep pace. Where the last 
decade saw Endpoint Protection products converge 
into 5 to 10 separate point solutions, each covering 
off separate components of the endpoint, today’s 
products are incorporating many, if not all, of these 
functions within a single platform: the Endpoint 
Protection Security Suite. This consolidation has 
improved the security management capabilities for 
administrators while simultaneously reducing the 
complexity for the end-user leading to stronger 
security overall. 
 
Product capabilities, whether within the single suite 
or not, have also evolved beyond the signature-
based detection and prevention of attacks. Now 
management and reporting, consolidated security 
administration, application control, advanced threat 
defence, and heterogeneous network device support 
have become the features where vendors seek to 
differentiate their products. 
 
Integration, not only with other security products, but with other network infrastructure, has also 
become a key to securing every possible attack vector. Data flows in and out of an endpoint as 
users interact with the tools they need to do their respective job functions and Endpoint 
Protection cannot be seen as a disruptor to that. Security must blend seamlessly with enterprise 
technology so that it is not seen as a lock on the door that must be opened every time, but as an 
armed escort that is always present and ready to defend against an attack.  
 
The explosion of mobile devices is also working to shape the state of Endpoint Protection. A 
recent study conducted by Info-Tech Research Group found that only 30% of IT organizations 
have formal security standards in place for mobile devices that are consistently applied (see 
Figure 2). 39% do not consistently apply policies or only have informal policies, while 31% have 
no policies pertaining to mobile security whatsoever. This inconsistency in the use and 
management of corporate owned devices presents a security gap that could open up 
vulnerabilities for attackers.  
 
  

 Four Steps to Modernize 

your Endpoint Protection Strategy  

1. Compile and catalogue all 

security applications 

2. Assess the application catalogue. 

Compare functionality to identify 

gaps 

3. Determine how the application 

catalogue supports organizational 

security initiatives.  

4. If there are significant gaps in the 

application catalogue or it cannot 

meet future security goals, it will 

be beneficial to consider an 

integrated solution. 
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Figure 2 

 

Endpoint Protection Functionality 

What to Look for in an Effective Solution 
Since Endpoint Protection solutions have changed so drastically, it can be difficult for 
organizations looking to invest in security to effectively assess and compare competing 
solutions. The following five features and capabilities are the most critical to any solution and 
should be assessed foremost: 
  

 Security Management – Each individual capability available in a solution 
must be managed and monitored to ensure optimal security performance. In 
order to effectively use all available functionality, IT departments need 
comprehensive and centralized reporting. Security Management provides in-
depth visibility into the current security posture of endpoint devices, 
susceptibility to malware, and provides prioritized remediation actions as well 
as any other needed administration capabilities.  
 

Policy configuration and enforcement is a critical evaluation for shared policy 
integration. Forensic and remediation capabilities need to extend the investigative and 
incident management capabilities for any sized organization. It is not enough to simply 
recognize a threat, but ensure that the proper workflows are initiated, and actions taken 
to identify the point of entry, target, and behavior of the attack all help to protect from 
similar attacks in the future. 
  

 Anti-malware and Anti-virus – Core to Endpoint Protection is the 
detection and prevention of malware and viruses. While these systems have 
traditionally relied on signature-based detection, this is no longer enough. 
Modern solutions must also have non-signature based detection capabilities 
such as behavior monitoring, command & control (botnet) blocking, and 
sandboxing. Detection capabilities should be evaluated based on speed, 
accuracy, transparency, and completeness. It is critical to ensure optimal 
performance in each of these categories in order to support overall security 
effectiveness.  

0% 5% 10% 15% 20% 25% 30% 35%

Formal policy in place, consistently applied

Formal policy in place, inconsistently applied

Informal policy in place, consistently applied

Informal policy in place, inconsistently applied

Not in place

Internal Security Standards for Mobile Devices
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The quality and accuracy of detection are also of major evaluation concern. In the case 
of malware/virus detection, the performance of the solution relies on that of the 
distribution agent (unless using agentless deployment). While this has traditionally been 
handled with a signature distribution server on the corporate network, many devices now 
live outside of that network. Especially on mobile devices, signature distribution 
becomes more difficult when connected to mobile data or external wireless networks if a 
distribution server is the basis for signature checks.  

 
Organizations must also carefully weigh the real-time performance impact of their 
solution.  Solutions running in the background often have a noticeable impact on the 
compute performance of endpoint devices.  If an organization cannot afford to accept 
greater risk for increased machine performance then they must be very diligent in 
selecting a product that can offer that top-level protection without massive resource 
consumption of the individual endpoints. 
  

 Application Control and Vulnerability Protection – In any IT 
environment, individual applications can be exploited to stage attacks on 
endpoint systems. End users can compromise their entire device by 
accessing already-compromised third party applications, especially through 
internet browsers. Conversely, targeted attacks can look to exploit a 
company’s own applications, distributing the attack to every device that 
accesses the application. 

 
Attackers can also find vulnerabilities that are previously unknown to application 
developers and leverage them to perform a zero-day exploit. In order to mitigate these 
threats, security administrators must be able to centrally manage both third party, as well 
as internal applications on corporate owned devices. It is for this reason that many 
Endpoint Protection solutions offer application control capabilities. Application controls 
allow IT to establish consistent permissions, validate and restrict or whitelist any 
applications. These controls will mitigate the impact that a compromised application can 
have on the organization and ensure only those deemed safe are used. 

 
Comprehensive vulnerability protection must also be able to distribute software patches 
when a vulnerability is discovered. While software developers will issue patches directly, 
some security solutions also offer virtual patching. Virtual patching allows for the 
Endpoint Protection system to block a known exploit immediately before a commercial 
patch becomes available. Ultimately, when undertaking an assessment of a solution’s 
capabilities, configuration management, vulnerability management, and patch 
management must all be considered as essential components to a successful Endpoint 
Protection strategy. 

 

  Data Protection – The majority of Targeted Attacks are focused on the 
collection of sensitive corporate data; be it customer information, financial 
data, or intellectual property. Because of this, endpoint encryption 
capabilities have become integral to Endpoint Protection suites. Encryption 
functionality must ensure data protection and privacy is maintained while not 
restricting data usage or performance of the endpoint device. Encryption 
solutions should offer secure, easy to use key management, policy 
synchronization, and remote device support. Full disk encryption is ideal for 
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endpoint security as it ensures data is unreadable if a device is lost or stolen. 
Removable media encryption is also highly recommended to protect data in the event of 
a lost or stolen flash-drive, or other small form-factor removable device.   
 
Organizations may also want to evaluate data loss prevention (DLP) functionality. DLP 
solutions serve to detect and prevent unauthorized attempts to access sensitive data as 
well as control which data leaves the organization. It is worth noting that enterprise class 
DLP solutions can be difficult to set up and can generate false positives if not 
implemented correctly. Often, these solutions end up becoming “shelf ware” if they do 
not immediately work as intended. Organizations looking into DLP need to consider the 
complexity of implementation before selecting a solution to ensure it does not end up on 
the shelf.   

  

 Supported Platforms – The availability of Endpoint Protection solutions 
across multiple platforms is a major concern for all enterprises in today’s 
heterogeneous environments. A multitude of platform support is needed for 
both a variety of servers as well as increasingly fragmented endpoint 
device operating systems. For the 6.4% (netmarketshare.com) of 
consumers running Apple operating systems on their desktops and laptops, 
compatibility is an issue. Often these devices exist in an environment 
running in tandem with Windows machines meaning that a solution may 
need to be compatible with both. 

 
Platform support becomes even more important when considering enterprise mobile 
security, as the mobile operating system market is much more fragmented. While 
Google’s Android and Apple’s iOS are the clear market leaders with 47% and 43.8% 
share respectively, a user base does exist for Windows Phone (2.4%) and Blackberry 
(1.22%). This fragmentation becomes an issue for organizations utilizing a BYOD 
strategy. Endpoint Mobile Security (EMS) cannot be fully effective unless it is extended 
to all mobile devices in the organization.  

  
 Flexibility – IT departments are beginning to change their philosophy 
when it comes to software deployment. While some organizations are 
moving from on-premise to pure cloud environments, the reality for most 
lies somewhere in between. Hybrid environments are becoming the norm 
with IT departments managing both on-premise and cloud solutions 
simultaneously. This may be intentional or a stop-gap as all software is 
slowly migrated to the cloud. In light of this reality, organizations will likely 
need a solution that can evolve with their software environment. While the 
need for cloud protection may not be immediate, it will likely arise in the 

future. As such, it is important to evaluate a solution’s ability to be deployed both on-
premise and in the cloud with equal effectiveness, and the ability to centrally manage 
hybrid solutions. This will allow IT to evolve its management while maintaining uniform 
security functionality throughout the change.  
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Future Landscape Outlook 

What’s Next for Endpoint Protection? 
Despite the advancements in Endpoint Protection and other cyber security tools, the pace and 
severity of attacks has increased. Attackers and their tools will only continue to grow in 
complexity while corporate networks and device ecosystems will increase in density. This 
means that Endpoint Protection will continue to evolve and add functionality, as it has, in order 
to meet consumer needs. Organizations need to plan for not only their security needs today, but 
their security needs for the next 3 to 5 years as the state of the security landscape continues to 
evolve: 
 

 The inescapable reality of mobile devices in the workplace mean that enterprise mobile 
security and management systems will increasingly blend with Endpoint Protection, 
creating a more robust and versatile platform. Organizations will be able to control 
security features and utilities across all device platforms and ownership models, ranging 
from managed devices like servers and PCs, to relatively unmanaged devices such as 
employee-owned tablets and phones. 

 
The mobile threat landscape will become as, if not more treacherous than that of 
desktops as mobile devices become many users’ primary interface. If mobile devices are 
going to be a part of the organizations’ endpoint computing strategy, give serious 
thought to a solution that will incorporate, not just integrate, that functionality. 

 

 Organizations are starting to require more holistic current security posture visibility and 
more actionable, prioritized advice on how to improve the security of the network 
endpoints. As these capabilities lead organizations to become more proactive in the 
management of their security, they will demand tools that are more analytical and 
forward-thinking. Long-term trending information on objectives and target metrics to 
evaluate achievement will become the norm. 
 

 Increasingly complex attacks will require a more in-depth response supported by 
Endpoint Protection data. In order to be truly proactive about security, organizations will 
need tools that allow them to discover the root cause of an attack. Forensic capabilities 
will improve to incorporate analytic support for stronger investigative functions and 
workflow capabilities to aid in forensic response. Growing application inventories and 
event information will offer a wealth of data for these forensic capabilities.  

 

 Security as a Service (SECaaS) Endpoint Protection deployment options will enhance 
the opportunity to scale and improve computational capabilities. These platforms will see 
cloud-based security providers upload the management of detection, prevention, data 
protection, application control, and device management capabilities. While it may not be 
realistic to move all functionality to the cloud, many organizations will choose to augment 
their on-premise with SECaaS offerings. In a hybrid environment such as this, 
organizations can build on their existing functionality without additional investments in 
infrastructure, staffing and training. 
 

 SECaaS Endpoint Protection platforms will have the advantage of addressing 
fragmented platform support as they will be available across all devices; be they servers, 
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desktops, or mobile. In this environment, attack definition updates and application 
patches can be applied in real time regardless of user compliance or connectivity to a 
single network. In a hybrid environment, common management and licensing models are 
also necessary to ensure the consistent functionality of both on-premise and SECaaS 
solutions. 

 

 Rather than having a dedicated on-site security team, larger enterprises will look to 
increasingly take advantage of managed security service providers (MSSPs). As 
demand for these services grow, security vendors will begin to increase integration 
capabilities of their offerings for dedicated MSSPs. Organizations considering managed 
services will have to weigh the pros and cons of working through a channel partner, or 
leveraging a vendor-direct managed services offering. 
 

 Proactive policy setting is on the cutting edge of what policy management can do for 
Endpoint Protection today. Policy enforcement on activities such as patching web facing 
applications and utilities, reducing the number of applications to manage and removing 
administrative rights are already seeing fruition. As targeted attacks become increasingly 
complex, the end user will play an even greater role in endpoint security. By proactively 
developing policies that are to be strictly adhered to, both organizations and end users 
can mitigate these threats and reduce overall risk. 

 

 Some organizations are already using Cloud Access Security Brokers (CASBs) to 
manage security policy enforcement across cloud services. Some of the many security 
policies managed by CASBs include authentication, single sign-on, authorization, 
credential mapping, device profiling, encryption, tokenization, logging, alerting, and 
malware detection/prevention. As organizations continue to demand CASB functionality, 
vendors will begin to integrate these features into their Endpoint Protection offerings. In 
order to ensure that a cloud platform is fully secure, organizations should look for 
vendors that have relationships with key cloud application vendors.  

Info-Tech Recommends 

Functional Considerations 
Today’s Endpoint Protection landscape has four major differentiating factors to consider:  
 

1. Security is no longer just about signatures: Traditional anti-malware/anti-virus still 
excels at high-performance blocking of known malicious objects. However, this is no 
longer enough for organizations facing stealthy Targeted Attacks, zero-day exploits, and 
rootkit attacks. Proactive prevention and detection capabilities are the key to mitigating 
against targeted attacks. Organizations need to look for solutions that utilize behavioural 
anomalous monitoring to detect malicious actions outside of known malware signatures. 
Attackers are becoming more sophisticated and targeting users directly in order to 
infiltrate endpoint systems. Endpoint Protection needs to be one step ahead in ensuring 
that endpoint attacks cannot compromise the entire network. 

 
2. The ability to protect data on the move: More and more devices in today’s workplace 

are mobile, so protection can no longer be static. Organizations need to ensure holistic 
protection by extending their security capabilities beyond laptops and desktops. Cloud 
services, USB keys and external hard drives need to be subject to the same encryption 
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and content controls as other devices. Corporate managed smartphones and tablets 
need to be governed by consistent security standards and policies that apply across the 
organization. Corporate data must be as secure on the move as it is when it is in the 
office and connected to the corporate network. 

 
3. Interfaces need to be interactive: There is no escaping the fact that Endpoint 

Protection has become more complex as functionality gets bundled in. Security 
administrators must now parse through a myriad of security information on a daily basis. 
It is therefore imperative that today’s endpoint solutions – as they consolidate multiple 
capabilities under one view – be seamless and straightforward, with the ability to monitor 
activities and do deeper dive analysis in real time on a single screen. The modern threat 
landscape means that security monitoring can no longer be purely passive. Admins need 
tools that allow them to proactively detect and mitigate threats before or as they happen. 

 
4. Expanded platform integration: It is no longer acceptable for Endpoint Protection 

products to simply be compatible with Windows. Some organizations support a strictly 
Apple environment or a blend of Windows, Apple, and even Linux. These organizations 
need solutions that can protect all their endpoints, not just the ones running the 
supported operating system. The need for mobile security only amplifies the necessity of 
extended platform integration. Mobile devices running Android, iOS, Windows Phone, 
and BlackBerry are all being used in modern organizations. The emergence of cloud 
environments presents another platform issue as vendors look to strengthen their 
integration with specific cloud applications. An effective solution is one that protects all 
platforms in use within an organization, not just a select few.    

 

Deployment Considerations 
When looking to optimize endpoint security, carefully consider the topics discussed in this 
whitepaper. In order to assess the security needs and capabilities of your organization, follow 
these four steps: 
 

1. Compile and catalogue all security applications currently in use by your organization to 
address endpoint security. List the functionality and distinct capabilities of each 
application. 
 

2. Assess the application catalogue against the technologies discussed in this paper in 
order to gain an overview of your organization’s current security environment. Compare 
the functionality of each application in order to identify gaps or overlap that might exist. 
Also be mindful of any features that might be outdated. 

 
3. Determine how the application catalogue supports organizational security initiatives. 

Identify any functionality that is either missing from the catalogue or superfluous. 
Compile the costs of all security applications being assessed and rationalize against 
their ability to deliver on organizational goals.  

 
4. If there are significant gaps in the application catalogue or it cannot meet future security 

goals, your organization is likely exposed. In this case, it will be beneficial to consider a 
holistic approach to endpoint security via an integrated or suite-based Endpoint 
Protection solution.  
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About Info-Tech 
With more than 30,000 active members worldwide, Info-Tech Research Group 
(www.infotech.com) is the global leader in providing research and analysis and practical, tactical 
Information Technology. We have seventeen years of history in delivering quality research and 
analysis. Info-Tech is the fastest growing full service IT firm in North America. 
 
Info-Tech’s products and services combine practical and tactical guidance and ready-to-use 
tools and templates that cover the full spectrum of IT concerns. Our practical approach is 
designed to create a clear and measurable positive impact on the bottom line of our member 
organizations. 
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over 1,200 threat experts around the globe.  For more information, visit TrendMicro.com. 
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