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For most organizations today, information is one of their most critical assets. 
Cyberattacks are constant, sophisticated, increasingly widespread, and enacted 
by highly resourced threat actors. Securing information and the systems enabling 
it must be a top priority for all IT providers.

SolarWinds® President and CEO Sudhakar Ramakrishna has leveraged his strong 
cybersecurity background to establish Secure by Design as a guiding principle 
for SolarWinds. Working in collaboration with renowned IT security experts and 
partners, including Krebs Stamos Group, CrowdStrike, and KPMG, Secure by 
Design involves a multifaceted approach to SolarWinds becoming an industry 
leader in secure software development. It includes security best practices for IT 
professionals and the businesses they serve.:

• The products delivered 

• The company’s internal environment

• The product development environment

Because of the increasing complexity and reach of cyberattacks and threats 
globally—and especially those targeting the supply chains upon which we all rely—
organizations everywhere must up-level their evaluation of technology vendors, and 
the actions they’re taking, not only to further secure their own environments, but to 
help ensure the security of the products they provide to their customers. SolarWinds 
has committed significant time and investment to this initiative and recommends 
you ask all technology vendors the following set of questions as part of your RFP 
or due diligence process in evaluating software technologies in your environment.

1.  What is your approach to the secure development lifecycle, including: 
a. Network architecture diagrams

      Within SolarWinds, we’ve segmented our environment into development, 
production, and lab networks. As required, users have unique and 
separate accounts within each of those environments and connectivity 
between environments is limited. See diagram below in 1b for reference.
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Almost every Fortune 500 
company and anybody who is a 

vendor to Fortune 500 companies is 
now a legitimate target for this kind 
of attack, so to protect against that, 
you have to really change the way 
you do security. So, if you expect 
that someone is going to come in, 
grab their coffee, spend the entire 
day trying to get into your company, 
and do that for months and months, 
to defend against that level of attack, 
you have to act differently. 

 
- Alex Stamos, 

Krebs Stamos Group Founding 
Partner and former Chief Security 

Officer for Facebook Inc., from a 
recent SolarWinds TechPod™ episode
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 b. Dataflow and interconnection diagrams

     The SolarWinds approach is represented in the diagram below.

 c.  Development pipeline(s) and procedures for (hardware/software) 
asset management

       SolarWinds follows a standard Secure Development Lifecycle approach, 
including requirements analysis, secure development, security testing, 
release, and response. As part of the process, Checkmarx is utilized for 
static code analysis, WhiteSource is utilized for open-source discovery/
analysis, and internal penetration (PEN) testing utilizing Burp Suite and 
Rapid7 InsightAppSec prior to a final security review.
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Below is a representation of the current SolarWinds build process (Phase 
II), which is designed to ensure the security and integrity of the code and 
that no insertions or alterations have occurred during the build process.

With Phase I, released in SolarWinds Orion Platform version 2020.2.4 
on January 25, 2021, we introduced a dual-build verification into our 
process. This enabled us to take compiled binaries back to the source 
code files with the associated hashes and compare those hashes 
with the files in source control, thus ensuring no alteration or insertion 
occurred within the build pipeline.
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Phase II of this process incorporates our build in the AWS environment 
and adds several security enhancements.

We will complete this journey with Phase III, represented in the below 
diagram. This encompasses the triple build environment, which is also 
SLSA Level 4 compliant.

 

 

 

 

 d. Asset, configuration, and change management

       SolarWinds product teams track configuration and change 
management through Jira with details and approvals captured. 
Internal change management is captured through helpdesk 
enabling approvals and tracking. Mission- and business-critical 
assets are identified, tracked, and reviewed on a regular basis. 
Security controls are defined for each asset.
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 e. Vulnerability and patch management

      SolarWinds leverages Rapid7 to perform vulnerability assessment and 
scanning across the environment. The vulnerability program is centrally 
managed by the security team with goals of constant improvement and 
patching based on internal SLAs derived from CVSS scoring. 

      In the software development area, a scan of each build of a product is 
completed with Checkmarx and WhiteSource. SolarWinds has provided 
a responsible disclosure program for external security researchers to 
submit findings and sponsors a bug bounty program to encourage 
security professionals to test and submit issues. Any security issue or 
vulnerability identified follows our vulnerability process, in which the 
issue is scored using the Common Vulnerability Scoring System (CVSS) 
and entered into our internal issues tracking system, Jira. The issue is 
additionally tagged with an InfoSec tag for reporting and tracking. The 
CVSS score of the issue dictates the time frame in which the issue must 
be addressed. If the internal SolarWinds team does not believe the issue 
can be addressed within the allotted time frame, then a Risk Assessment 
Form (RAF) must be submitted to the CISO, Head of Engineering, and 
Head of Product for review and approval. RAFs are reviewed on a 
quarterly basis with the SolarWinds General Counsel. 

 f.  Mobility management

     SolarWinds mobile devices are limited to email and voice services.

 g. Identity and access management

       Within SolarWinds, Active Directory/Azure provide the primary source 
of truth. Access is reviewed on a regular basis. Thycotic is utilized for 
privilege user management.  

 h. Network security management

      At SolarWinds, pairs of Palo Alto next-gen firewalls are implemented at 
all our offices and provide internal and external network connectivity.

 i.  Data protection management

      SolarWinds has deployed Microsoft Defender and MCAS as a data loss 
prevention (DLP) solution across the environment for data protection. 
Mission/business-critical assets are defined per their data classification.
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 j.  Endpoint protection

       SolarWinds has deployed CrowdStrike Falcon to workstations and 
servers. Falcon is required for any third-party vendors connecting to 
any SolarWinds environment. Microsoft Defender is also deployed in a 
non-blocking mode.

  k.  Event/incident detection, response, and recovery capabilities and 
procedures

       SolarWinds has established three layers of monitoring and remediation: 
The CrowdStrike Service team monitors CrowdStrike Falcon logs. 
SecureWorks, our MSSP, ingests our firewall, O365, Azure, AWS, and 
application logs, and the SolarWinds dedicated SOC team oversees and 
acts as an additional monitoring and remediation layer.

2. How do you secure software code and its associated infrastructure?

    SolarWinds has adopted a zero-trust strategy along with the following:

 - Restricted which users have access to build and source environments

 - Required multi-tiered MFA with YubiKeys

 - Deployed CrowdStrike Falcon across workstations and servers

 - Utilized a two-way build process matching source code to product code

 - Designed and architected a next-generation build pipeline and environment

 - Consolidated remote and cloud access

 - Regular internal and external audits of environment

 - Re-signed affected products with new digital code-signing certificates

 -  Delivered multiple builds fixing security vulnerabilities (noted in release 
notes) and improving overall security of the product

 - Expanded our vulnerability management program with increased frequency 

 - Improved collaboration with security community

 - Significantly increased investment in ongoing PEN testing 

 - Expanded security analysis of source code

 -  Increased engagement and funding of ethical hacking from white hat 
communities
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 - What additional actions are planned?

 -  Security checks at installation (Secure Configuration for the Orion Platform 
in code)

 - Least privileged model for the product 

 - External threat modeling and architectural PEN testing

 -  Internal audit function focused on software development and build 
environment

3.  Have you implemented enterprise risk management (ERM)? If yes, please 
describe the program.

     Each quarter, SolarWinds executive leadership reviews the Quarterly Risk Review 
(QRR) report. The report includes information related to security, including 
incident metrics and risk scorecards, compliance including policy, and product 
certification status. The QRR team includes the Chief Administrative Officer and 
General Counsel, Chief Financial Officer, Chief Product Officer, Chief Information 
Officer, Chief Information Security Officer, and the SolarWinds Internal Auditor.

     The Board of Directors of SolarWinds has also established a Technology and 
Cybersecurity Committee comprised of its more technical members. This 
committee meets at least quarterly to review material reports and developments 
related to its internal environment and product security.

4.  When a threat or vulnerability is discovered by or disclosed to your 
organization, what are your processes to notify your customer base? Do they 
include possible mitigations?

      When a vulnerability is discovered or disclosed to SolarWinds, our InfoSec 
and Engineering teams follow the process outlined above. Once that issue is 
addressed within the product and released, we provide appropriate summary 
details within the release notes of the version of that product. Compensating 
controls are also called out in release notes providing customer protection if 
they cannot upgrade in a timely fashion.

      We also provide a method for an organization to either define their preferred 
security contact and to sign up for a security distribution list within the 
SolarWinds Trust Center for security-only related communications around 
SolarWinds products.  

     Additionally, we’ve been designated by MITRE as a Certificate Numbering 
Authority (CNA) and will provide a listing of all known product CVEs within our 
Trust Center as a centralized location where customers can view all known 
security issues across all products, their current status, and targeted fix timelines.  
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5.  What level of detail do your internal processes provide to identify internal 
threats, such as which individuals were responsible for specific source code, 
software module, library, and/or hardware changes used within your products?

      SolarWinds enforces this from a source code, software module, and library 
change level. All submissions to a source code repository are recorded and 
tracked to an individual. Changes go through either a peer or architectural review 
and are approved before being accepted.  

6.  What are your internal processes to validate: 

• Product changes against a traceable baseline

• When they occurred

• Attribute the changes to their source(s)

• A means to investigate changes without an established lineage

    SolarWinds validates these with the following methods:

 -  All source code is checked into a source code repository with change 
history enabled to see how source files have changed over time.

 -  All check-ins to the source code repository go through a peer and/or 
architecture review, depending on the nature of the change.

 -  When a build is executed, SolarWinds performs a two-step verification 
process to verify what was compiled is identical to what is in source 
control. As the Orion Platform software is primarily a C#-based application, 
we can get down to the individual source files and their respective hashes. 
Once we have executed and compiled a build, we then take those installers 
and install them within our environment and then decompile them back to 
source. We then take the hashes from the decompiled to source version 
and compare them against the hashes in source control.
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7.  For products marketed, sold, and/or utilized by the U.S. government, does your 
corporation have an internal hiring screening process sufficient to identify 
adversarial actors, potential U.S. domestic terrorists, and/or candidates with 
criminal backgrounds?

      SolarWinds conducts pre-hire background checks, including criminal history, for 
all employees who receive an offer of employment. These offers of employment 
are contingent upon satisfactory completion of this background check. 
Background checks are conducted consistent with local regulations and may 
be limited by relevant regulations. For example, the Fair Credit Reporting Act 
(FCRA) and several states do restrict the reporting of convictions that occurred 
more than seven (7) years ago unless certain exceptions are met. For U.S.-based 
candidates, background checks include a Social Security trace, and a seven-year 
history and Multi-Jurisdictional National Criminal Index Search, including OFAC 
and Global Watch checks.

     To learn more about how SolarWinds is leading the way to safer IT, visit 
solarwinds.com/secure-by-design-resources


