
Security Analysts Have Long Warned 
Organizations About the Risks 
Associated with Insider Threats
Typically, the threats revolve around such things 
as Intellectual Property (IP) theft, corporate 
espionage, and the damage disgruntled em-
ployees can do when they retain the ability to 
access sensitive information.

For instance, back in 2010, after Texas Auto 
Cen ter laid off Omar Ramos-Lopez, he used his 
un-expired credentials to access the compa-
ny’s web-based vehicle-immobilization system, 
which is typically used as a sort of repo-light, 
disabling vehicles of customers who are delin-
quent on their car payments. To exact revenge, 
Ramos-Lopez disabled more than 100 cars, 
and even caused the horns and alarms of cars 
to blare continuously in the middle of the night.

Meanwhile, the Office of the United States 
Trade Representative estimates that IP theft 
costs the U.S. economy $300 billion annually1.

These types of insider threats are the ones 
most CIOs and IT security professionals are 
aware of and have taken at least a few steps 
to mitigate. However, in our social-media 
saturated, BYOD-enabled, outsourcing-heavy 
world, those more traditional insider threats are 
only the tip of the iceberg.

Today, insider threats run the gamut from poorly 
secured personally owned mobile devices 
within your network to risks associated with 
contractors, sub-contractors, branch office em-
ploy ees or even so-called “trusted” partners.

Moreover, the number of devices posing risks 
have skyrocketed to include streaming me-
dia devices, personal cloud storage devices, 
smart watches, smart office devices, such as 
smart thermostats, and pretty much anything 
that can connect to a network wirelessly or 
via Ethernet. That’s a heck of a lot of devices, 
and hackers learned a long time ago that it’s 
often easier to stage an attack through, say, a 
WiFi-enabled printer than a PC with updated 
anti-virus software.

Privileged Insiders Pose  
Sky-High Risks
An even bigger risk comes from “Privileged 
Insiders,” or internal users with broad privileged-
user access rights to sensitive organizational 
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Insider Risks: 7 Signs  
You Are in Denial:

 You have a BYOD strategy that  
focuses on blocking users, rather than 
controlling their access.

 Top executives and other “power” 
 users aren’t bound by the same 
 security policies as other employees.

 Your business grants access to  
third parties, such as contractors and 
suppliers, who you have little or no 
control over.

 Your security tools do not  automatically 
revoke privileges for employees or 
third-parties once their roles change, 
they leave or, worse, are terminated.

 Your employees store sensitive 
information in places that are hard to 
secure (e.g. cloud storage services  
like Dropbox or on USB thumb  
drives, which are often lost, stolen or 
intentionally carried out of the office.)

 You do not review user access rights 
regularly to determine that only the 
privileges needed to do their jobs  
are being granted.

 You do not have a way to monitor the 
activities of your privileged insiders.
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1 “Remarks by Deputy USTR Robert Holleyman to 
the U.S. Chamber of Commerce Global  Intellectual 
Property Center 2015 Global IP Summit,”  
Ambassador Robert W. Holleyman II, November 
6, 2015, accessed July 26, 2016, https://ustr.
gov/about-us/policy-offices/press-office/
speechestranscripts/2015/November/
Remarks-Deputy-Holleyman-Global-IP-
Center-2015.

https://ustr.gov/about-us/policy-offices/press-office/speechestranscripts/2015/November/Remarks-Deputy-Holleyman-Global-IP-Center-2015
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data, applications, and systems. Typically, these 
people aren’t attempting to do anything mali-
cious, but since they (typically executives and 
IT administrators) are given wide-ranging privi-
leges, any security misstep on their part can be 
catastrophic. Meanwhile, an attack that spe-
cifically targets them can do untold damage to 
your organization.

The recent Verizon security study shows that out 
of 64,199 security incidents examined, about 
50% were attributed to Miscellaneous Errors, 
Privilege Misuse and Physical Theft/Loss—in-
cident categories that are predominately com-
mitted by Insiders. Given the recent publicity, it 
would be natural to assume that these incidents 
all resulted in data breaches. But they didn’t. 
Only 2,260 incidents involved data compromise. 
Of those, the vast majority (more than 80%) re-
sulted from the actions of External actors2.

So what accounts for the majority of the secu-
rity incidents? According to the Verizon report, 
the majority of internal incidents were the re-
sult of error on the part of insiders or misuse of 
privileged access. Insider error examples include 
the sending of critical documents to the wrong 
person or publishing information where an un-
intended audience can view it. Misconfiguration 
errors by IT personnel also show up in this cat-
egory. A configuration error can result in sen-
sitive data being stored insecurely or exposed 
to unauthorized parties. Examples of privileged 
misuse include using access to gain informa-
tion for alternative or unsanctioned uses, data 
mishandling, such as mailing sensitive informa-
tion or loading to a sharing service, or use of 
unapproved hardware or software, such as a 
USB drive3. 

Data breaches aren’t the only thing your or-
ganization risks when you grant internal users 
privileged-user access rights. On Christmas Eve 
in 2012, Netflix experienced an outage. This 
outage was not the result of a malicious attack, 
but rather the result of an accidental deletion of 
files on an Amazon Web Services (AWS) Elastic 
Load Balancer (ELB). According to AWS, “data 
was deleted by a maintenance process that was 
inadvertently run against the production ELB 
state data,” which resulted with data being lost in 

the ELB service back end, which in turn sparked 
the outage.

What this error boils down to, in plain language, 
is a configuration error. This deletion occurred 
because access to the critical files (which was 
functionally necessary) was “incorrectly set to 
be persistent rather than requiring a per access 
approval.” Resolving the incident took several 
hours because support technicians didn’t ini-
tially know what had changed to cause the 
problem in the first place.

Targeted, Low-and-Slow Persistent 
Threats Pose New Risks 
In response to new advanced and layered secu-
rity tools, such as Data Loss Prevention suites 
and behavior-based security, attack methods 
have evolved, especially when attackers are 
targeting high-value organizations.

Rather than throwing poorly written, hastily 
thrown together phishing attacks at a com-
pany as a whole, attackers will often target a 
single individual, or even that individual’s family 
members. These targeted attacks, called spear-
phishing or whaling attacks, have a higher rate 
of success since they are socially engineered 
for one person and one person only, or they are 
crafted to target a class of individuals, such as 
the recent CEO subpoena attack.

The CEO Subpoena attack used a very sneaky 
social engineering tactic: a fake subpoena. It 
was sent to approximately 20,000 executives 
and resulted in 1,800 known infections. It was 
effective because it seemed like business as 

CEO Subpoena Scam:
Fake subpoenas were 
sent to about 20,000 
executives and resulted in 

1,800 
 known infections.

__________

2 Verizon 2016 Data Breach Investigations Report, 
pages 1 and 7, © 2016 Verizon.

3 Verizon 2016 Data Breach Investigations Report, 
pages 22, 35 and 40 © 2016 Verizon.



3www.netiq.com

usual. The purpose of these social engineering 
attacks is to assume the identity of an internal 
user, preferably one with privileged-user access 
rights. Once inside, the cyber-attacker resem-
bles the insider and can do a great deal of dam-
age with his or her access rights and privileges. 
We believe that, given the new attack methods 
of cybercriminals, organizations should treat all 
threats as “insider threats.”

Another new attack methodology is the Ad-
vanced Persistent Threat (APT). An old security 
cliché used to say that hackers are lazy and 
impatient. That’s not the case anymore. APTs 
were once the purview of governments, used 
in cyber-espionage. The Stuxnet worm is a per-
fect example.

However, run-of-the-mill cyber-criminals, espe-
cially if they belong to organized cyber-crime 
gangs, are also now using this attack method. 

The targeted APT attack on RSA in 2011 com-
bined both of these new tactics. The attack  
started with spear-phishing emails sent to a 
small group of RSA employees, who could be 
labeled “Privileged Insiders.” Those who clicked 
on an attached Excel file inadvertently installed 
a backdoor via an Adobe Flash vulnerability. The 
end result was the entire installed base of RSA 
SecurID products was compromised.

Are You Experiencing Insider  
Threat Denial? 
Many organizations think that they have the 
insider threat problem solved when in reality 
they are leaving themselves wide open to an 
attack. A recent survey by the Ponemon Institute 
(sponsored by Symantec) found that of 3,500 

workers surveyed worldwide, half of them 
emailed business documents to their personal 
email accounts on a regular basis. Meanwhile, 
a third of those surveyed admitted to moving 
corporate documents to unapproved file sharing 
services, and 40% shuttled work files to their 
mobile devices.

In fact, the survey found that the biggest cause 
of data breaches is insider mistakes. These in-
siders typically aren’t being malicious. Rather, 
they’re trying to get work done as efficiently as 
possible. If the enterprise offers no good cloud 
storage or BYOD solutions, savvy workers will 
find a way around what they consider out-of-
date, counter-productive obstacles.

This may seem counter-intuitive. The big attacks 
and leaks, such as the Snowden leak and the 
Target data breach, grab all of the headlines. 
However, bear in mind that a lost laptop is what 
led to the major V.A. breach a few years back.

Meanwhile, a survey by Enterprise Strategy 
Group (sponsored by Vormetric) found that pro-
tecting against insider threats is becoming more 
difficult. The survey of more than 700 Fortune 
1000 IT pros found that the main problem is the 
skyrocketing scale of IT. In other words, while 
security tools are getting better at detecting 
malware, threats are piling up at an increasingly 
accelerated rate.

The need to grant access to critical applications 
to a rapidly expanding user base (mobile users, 
contractors, partners, suppliers, and even cus-
tomers) introduce far more risks than traditional 
security tools can keep up with. ESG found that 
54% of IT and security pros believe that insider 

threats are more difficult to detect and prevent 
today than they were in 2011.

Why 2011? Two trends started to take off in 
2011, cloud computing and BYOD. Add other 
trends such as the slowly dispersing workforce 
(more and more employees work remotely at 
least one day a week), outsourcing, and new 
risks like in-app malware. Insider threats are 
something that no organization is safe from.

54% of IT and  
security pros believe that  
insider threats are more 
 difficult to detect and prevent 
today than they were in 2011. 

http://www.netiq.com
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How to Proactively Manage  
Insider Threats
As any psychologist will tell you, the first step 
to addressing a major problem is to admit you 
have it. Organizations that believe they have 
mitigated insider threats are at the greatest risk 
since they are blind to the scope of the problem.

Conversely, organizations that have taken steps 
to address the problem—crafting a BYOD policy, 
finding tools to enforce it, monitoring data as 
it moves throughout the organization, finding 
ways to enforce policies and revoke privileges 
on the fly, etc.—are never confident about in-
sider risks. Proactive organizations know that 
insider risks are an ongoing and evolving prob-
lem, and they will have to work hard and invest 
in appropriate tools to keep up.

Another problem many organizations have is 
not knowing where to start. The problem is so 
big that the urge is to tackle everything at once, 
which is impossible. Meanwhile, the fear of pick-
ing the wrong thing to start on, while an attack 
may be coming in through a different backdoor, 
can be paralyzing.

Here Are Five Things That 
Organizations Can Do to  
Mitigate Risks from Insiders

1. Reduce the number of privileged 
users in your organization. This is 

the hardest thing to do since an IT pro will 
have a hard time telling a CIO that his or her 
new smartphone isn’t compliant with corporate 
BYOD policies. CIOs and IT will have to con-
vince the entire C-Suite that privileged users 
are a problem, perhaps pointing to relevant ex-
amples such as the CEO subpoena attack to 
make your point. The C-suite also understands 
the need to be compliant. Ensuring that your 

sensitive data is not being accessed inappro-
priately is important. For example, PCI-DSS in-
cludes substantial fines for those who do not 
properly protect credit card information. And 
this doesn’t factor in the huge financial hit your 
organization will take if a breach occurs. Citing 
just one example, Target continues to pay out 
millions of dollars in settlements related to law-
suits filed as a result of its 2013 breach. Just 
recently, the Minneapolis-based retailer was 
ordered to pay $39.4 million to resolve claims 
by banks and credit unions that were affected 
by the breach4.

2. Reduce the privileges that admin-
istrators and other privileged users 

have. Hackers have long known that often the 
weakest link in the corporate security chain 
is IT or system admins, who are notorious for 
weak passwords and leaving devices with de-
fault passwords in place. Even if you do force 
admins to rotate strong passwords for every-
thing, an even better approach is to limit their 
access. Don’t grant them go-everywhere ac-
cess. Limit them like everyone else, and if they 
need access to a particular sensitive system, 
that access should be temporary and tracked.

3. Closely monitor privileged users. 
Power users, corporate executives, and 

IT pros pose the most serious risks if they go 
rogue or have their accounts compromised. 
First, it’s important to not open doors to every 
system for them. Grant them access only to 
what they need, and if that need is temporary, 
revoke those privileges in a timely fashion.  

In real life,  
business documents are  
not very secure…

1/2 of surveyed workers  
worldwide emailed business 
documents to their personal  
email accounts on a regular basis. 

Meanwhile, 1/3 of those 
 surveyed admitted to  moving 
 corporate documents to 
 unapproved file sharing services.

40% shuttled work files  
to their mobile devices.

__________

4 Jonathan Stempel and Nandita Bose, “Target in 
$39.4 million settlement with banks over data 
breach,” Reuters, December 2, 2015, accessed  
July 27, 2016, www.reuters.com/article/ 
us-target-breach-settlement-idUSKBN0 
TL20Y20151203#qmGPWO0mR7raj6J0.97

http://www.reuters.com/article/us-target-breach-settlement-idUSKBN0TL20Y20151203#qmGPWO0mR7raj6J0.97
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For ongoing privileges, rather than figuring 
out how to monitor everyone, even low-level 
employees who only have bare-bones access 
rights, find a way to monitor power users first. 
This is where the major threats lie. Be proactive 
about monitoring their behaviors.

4. Slowly but surely apply the above 
policies to the rest of the organiza-

tion. In other words, if you must grant access 
to contractors, limit the number who get privi-
leged access. In fact, limit the number who get 
access at all. If they don’t need it, don’t grant it. 
Then, limit their privileges. If they need access 
to a supply-chain application, for instance, they 
shouldn’t be able to use those credentials to 
access your CRM.

5. Deploy the right tools for the job. 
Trying to prevent insider threats with legacy 

security tools is a risky strategy. Nearly as risky 
is trusting legacy providers to add new, complex 
security features to legacy security suites. A 
better solution is to adopt a layered security ap-
proach that consists of integrated, best-in-class 
products. The integrated solution should deliver 
via automated methods much needed “context” 
about users and events, answering the “who, 
what, when, and where” of any security event, 
giving teams the intelligence they need to detect 
and disrupt attacks.

Looking Ahead
As Cloud, BYOD, Mobile, and Social Identity 
continue to improve the way we do business and 

increase IT complexity, other insider risks may 
go unaddressed. With more and more people 
gaining more access than ever before to our 
sensitive data, we will need a way to quickly de-
termine whether an insider activity is business-
appropriate or normal. This will require, once 
again, another level of context.

“Identity” is a key source of context for under-
standing what normal behavior for users within 
an organization is. When the user “identity” is in-
tegrated with security event data, security teams 
can quickly identify user access and activity that 
may be abnormal or risky, and take steps to ad-
dress the potential threat.

Using this approach, identity management, ac-
cess management, and security event manage-
ment tools work hand-in-hand to provide the full 
range of organizational knowledge around who 
users are, what activity is normal for them, and 
what they need access to.

There are a number of solutions in the market-
place that can help you gain greater control of 
your insider risks today and tomorrow. Most will 
be able to handle one or more of the challenges 
listed above.

For a complete solution, however, there 
are a few key things that you should 
consider:
1. Does it address all of the key infrastructure 

elements?

2. Does it allow rights to be granted in a 
granular fashion?

3. Does it provide required auditing 
capabilities?

4. Does it allow you to monitor what users  
are doing with their privileged access?

5. Does it allow you to monitor changes and 
access to files that contain sensitive data 
as required per standards such as PCI-DSS 
version 3.2 (file integrity monitoring)?

6. Can it integrate with your security monitoring 
solutions? (In the ideal scenario, your SIEM 
should also be integrated with your identity 
and access management solutions to give 
you greater visibility into who is doing what; 
this enables you to identify when an activity 
poses a threat and to take rapid action to 
address it.)

In the complex world of cloud, mobility, and 
social media, threats that originate from in-
siders, or from outsiders posing as insiders, 
are particularly harmful. This is especially true 
when the insider possesses the broad access 
rights of a privileged user. Controlling access 
and monitoring changes to critical systems and 
assets is key to mitigating potential threats. To 
learn more about how to detect and disrupt 
insider threats before damage is done, visit: 
www.netiq.com/securitymanagement

http://www.netiq.com/securitymanagement
http://www.netiq.com
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