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Cybersecurity Snapshot

1 https://www.sba.gov/business-guide/manage-your-business/stay-safe-cybersecurity-threats. 2 https://www.thebalancesmb.com/dangers-of-cyber-
attacks-462537. 3 https://smallbiztrends.com/2017/01/cyber-security-statistics-small-business.html. 4 https://www.fundera.com/resources/small-
business-cyber-security-statistics. 5 https://securityintelligence.com/20-eye-opening-cybercrime-statistics. 6 Asia SMB Tech Insights Report, Sep 2019 
(Techaisle, Microsoft). 7 www.computerweekly.com/mews/252466963/office-workers-lose-out-with-poor-quality-tech. 

of SMB Owners feel  
vulnerable to cyberattacks1

88% 
of SMBs suffered a 
cyberattack in 20182

67% 
of SMBs will go out  
of business six months after an attack3 

60% 

of SMBs experienced 8+ hours of 
downtime due to a singular incident4

40% $2.2
Million
SMB dollars are lost  
annually due to cyberattacks4 

Cybersecurity and productivity. Not often will you see these two words together in one 
sentence. But you should. Because, digital security not only affects your data, but it impacts 
your IT manageability, your business’s bottom line, and your team’s productivity. 

In today’s modern business environment—with a large percentage of employees working from 
a variety of locations—a robust security strategy that can secure your business, while keeping 
employees happy and productive, no matter where they work, is essential. And, when it comes 
to Small-and-Medium-Sized- Businesses (SMBs), cybersecurity is a must.    

 

   

With the effects of cyberattacks ranging from the loss of millions of dollars, all the way to 
the potential loss of one’s business, investing in secure, manageable technology has never 
been more important. But updating doesn’t have to mean replacing your entire office’s 
infrastructure—it can be as simple as ensuring that small and mid-market business employees 
are equipped with the right technology. 

While it may come as a surprise, 52% of all small business cybersecurity attacks are 
caused by employee error and system failure.5 And, with one in three small and mid-market 
organizations using machines that are 4+ years old resulting in 2.5x the standard issue 
rate,6 the chance of employee error, hardware failure, and security compromise exponentially 
increase. And all these risks? They amount to 1.8 billion hours of lost productivity.7 

What’s an IT Team to Do? 
By providing your team with modern devices outfitted with engrained security features, you 
can secure your remote and in-office workers against common threats, while  
improving productivity. Better still? For IT, modern devices mean increased security  
and manageability, resulting in increased peace of mind. 

THE BIG EFFECT OF SMALL AND 
MID-MARKET CYBERATTACKS



In addition to work taking place from anywhere, work also takes place at all hours. And that 
means today’s business computers rarely get powered all the way off, increasing the risk of 
data being stolen via a physical or “cold boot attack.”  When this kind of attack takes place, 
many security mechanisms, including the likes of drive encryption, can be defeated. And, 
with an outdated device, the risk is even greater. But, with modern devices outfitted with 
modern processors and software, you can decrease security risks, mitigate employee error, 
and improve the overall business work experience.

SMARTER TECH. SMARTER SECURITY.  

FORGING STRONGER BUSINESS DEFENSES 
 
But, what makes modern devices secure strongholds in today’s 
digital age and how can you combat user errors, cold boot 
attacks, or data breaches? For starters, secure components, 
like all new AMD Ryzen™ 4000 Series Processors with PRO 
technologies, the world’s only processor family with full memory 
encryption8. Through a modern, multi-layered approach AMD 
processors were designed to help protect data from today’s 
sophisticated attacks, while avoiding downtime, and minimizing 
resource drain—helping your team to stay on course. 

With AMD PRO security technology, users get the benefit of 
AMD Memory Guard, which enables system memory encryption 
to help reduce the threat of physical memory attacks even if a 
system is left in standby mode. And, when used in combination 
with other technologies, like drive encryption, TPM, and system 
authentication, businesses can continue to help protect their 
data. Plus, each AMD Ryzen™ PRO processor features a dedicated 
on-chip security co-processor called the AMD Secure Processor 
(ASP). The ASP forms the foundation of the root of trust for 
critical security functions and features of AMD PRO security 
technology including AMD Memory Guard by validating code 
before it’s executed in order to help ensure data and  
application integrity. 

DID YOU KNOW?

Every 53 seconds a 
laptop is physically 
stolen

80% of the average 
cost associated with 
the loss of a laptop is 
due to a data breach

3x more data 
breaches were 
reported in 2019 
than in 2018 1, 2  

1 For general business laptops and desktops AMD Memory Guard, full system memory encryption, is included in AMD Ryzen PRO and Athlon PRO 
processors. 2 https://www.ibm.com/security/data-breach. 10http://www.channelpronetwork.com/article/mobile-device-security-startling-statistics-data-
loss-and-data-breaches. 
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SECURITY INSIDE AND OUT  
But secure processors aren’t the only variable in the security equation. It takes a secure supply 
chain, hardware, and software to ensure that your business devices are as secure as they can 
be, without slowing your people, or your IT team down. When you combine the all new AMD 
Ryzen™ PRO processors with modern Lenovo devices, you see increased layers of security 
working together to protect your business. 

It Starts with the Supply Chain 
By working with reputable partners, like AMD, and through rigorous, trackable, and auditable 
security standards, you can trust that your end user devices are held to the highest standards. 
So, how does it work, and why was Lenovo’s supply chain recognized in Gartner’s Top 25 
rankings the past three years running?

It begins with critical, large volume components that are tracked via barcodes, and controlled 
in the supplier’s inventory and assembly process until received at Lenovo. Manufacturing then 
takes place in a secure, controlled environment—including a secure physical facility, and a 
secure network. Completed products are then packaged with tamper-evident seals for boxes 
and pallets. Shipments are then tracked from origin to customer delivery, ensuring that your 
device is never tampered with, and exactly what you ordered. But our support doesn’t  
stop there. 

ThinkShield: A Complete Portfolio of Secure Hardware, Software,    
and Services
Comprehensive and customizable, ThinkShield offers end-to-end business protection. With 
ThinkShield, you can lock down your business’s data, while offering automated and intelligent 
solutions that take some of the security weight off your IT team, while equipping them with 
the right technology, tools, and services to help your business grow, without bogging down 
your users. Simply put, Think devices complete with AMD Ryzen™ PRO processors and 
Windows 10 Pro provide you with a secure business foundation. But how do you manage  
and execute a secure foundation with ease, without burdening your IT team? Manageability.
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MORE MANAGEABILITY. MORE PRODUCTIVITY.     

AMD + LENOVO    

While employee needs, budget, and security considerations are all important factors 
when weighing a new PC, manageability isn’t something that can be forgotten. But, why 
is manageability so important? At the most basic level, PC manageability helps to reduce 
overall PC maintenance and administrative costs, while enabling IT managers to more 
effectively support a remote workforce thanks to simplified remove device management. 
Manageability also ties directly to security, enabling more efficient patch management and 
solutions that work to help keep your IT ecosystem secure. 

Manageability, Modernized  
Modern Lenovo devices, equipped with AMD Ryzen™ PRO 
Mobile Processors offer a full set of manageability features, 
including remote updates and remote repair of network 
devices, plus the ability for your IT team to monitor, restore, 
and upgrade systems inside and outside your firewall. 
Better still? AMD Ryzen™ PRO Processors  fully support 
Microsoft Endpoint Manager—a cloud-powered set of 
management tools and unique co-management options—
that provision, deploy, manage, and secure endpoints and 
applications across your entire company. 

It’s Your Time. Own It. 
By equipping your employees with the right technology, 
you can improve your business security, IT manageability, 
business productivity, and your employee’s overall 
experience—ultimately helping you to take control of your 
day. Staying secure, no matter where you work, is hard. 
Whether it’s from the office, remotely, or on the move. But 
the right technology, outfitted with secure components like 
AMD, and equipped with engrained security, through the 
likes of ThinkShield, can help keep your team engaged and 
on track.   

ADVANCED 
MANAGEABILITY 
SUPPORT  
All PRO processors from AMD enable 
a robust manageability feature set for 
simplified deployment, imaging, and 
management that is compatible with 
your current infrastructure so you can: 
 

 Remotely update and     
 repair networked devices  
  
 

 Monitor, restore,  
 and upgrade systems 
 
 
 
 Fix a wide range of 
 client issues in-band 
 and out-of-band 



SECURE DEVICES DESIGNED TO 
SAVE YOU TIME  
Looking to equip your employees with secure devices no matter where in the world they’re 
working? Whether they’re in office, remote, or on-the-go, staying productive and secure can  
be a challenge. But, Lenovo devices, powered by the latest AMD RyzenTM PRO Mobile Processors  
and the Windows 10 Operating system, offer users the performance, manageability, built-in  
security features, and stability your business can depend on. 

It’s Time We Talked 
To learn more about how Lenovo devices powered by AMD PRO processors can help you own your time, 

contact your Lenovo Business Partner today. 
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ThinkPad T14s

Weighing less than three pounds, the ThinkPad T14s includes 
productivity enhancing features like Modern Standby, which 
enables the machine to wake in one second and connect to the 
internet one second later, and Wake On Voice, which allows you to 
wake the machine via voice command with the lid open. Plus, with 
the latest AMD Ryzen™ PRO processors, users will see incredible 
performance, not to mention cutting-edge security. 

ThinkPad X13

Don’t let its size or weight fool you. The ThinkPad X13 is built for 
portability and performance with AMD Ryzen™ PRO processors. 
Featuring enhanced ThinkShield features, like ThinkShutter and 
an improved PrivacyGuard screen, and AMD Memory Guard, the 
X13 keeps your workforce secure, no matter where in the world 
they’re working. Combine this with up to 32GB memory and up 
to 1TB of storage and you have a lightweight powerhouse.  

ThinkPad L15

Now you can make calls directly from your laptop using the 
new UC functions on F9 through F11 keys. The ThinkPad L15’s 
one-touch calling lets you conference in from anywhere—phone 
or no. Plus, the ThinkPad L15 makes it easy to remain securely 
connected to the data that drives your business thanks to its new 
WiFi 6 and LTE CAT9 capability. From faster server access to 
uninterrupted video streaming, the ThinkPad L15’s connectivity 
options ensure secure productive uptime.


