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Executive Summary
In modern server systems, the firmware attack surface is large, the code is complex, and many firmware 
vulnerabilities seem to persist for years, making them somewhat easy to exploit. Most prospective buyers 
never think about issues with open firmware vulnerabilities as a selection factor in the purchasing process. 
They rely on the selected partners to provide systems that are hardened against firmware attacks prior to 
shipping or, at the very least, are prepared to defend against them. Frankly, IT shops aren’t prepared to deal 
with managing firmware vulnerabilities internally, but simultaneously cannot afford extended outages and 
large-scale systems replacement costs in the event of a successful firmware compromise.

IT management has a plethora of choices when building services. Though many of the choices are given 
their due time and consideration, one that is often minimized or even neglected is the selection of server 
hardware. Just as the choices of network infrastructure and application delivery architecture are crucial 
for optimal user experience, so is the selection of hardware. Going with the cheapest server and failing to 
consider the operational and security advantages of selecting more than just “parts in a box” can endanger 
the success of a project.

Firmware attacks, introduced in the 1990s, have been on the rise since the USB firmware hack demonstrated 
in 2014 at the Black Hat Briefings security conference.1 Attacks on firmware are becoming a greater threat to 
systems. There are a plethora of tools for desktop malware protection, but there are comparatively few available 
for firmware monitoring. Though over 90 percent of organizations have some form or antivirus and/or malware 
protection deployed to protect the OS and applications, most organizations do not widely deploy firmware 
monitoring or protections unless their hardware provider baked them in.2 Thus, firmware attacks generally go 
undetected longer than malware attacks against the operating system and applications running within it, giving 
both state-sponsored and organized cybercrime threat actors the opportunity to capitalize on the protection gap.

The total cost of ownership and productivity advantages of leveraging a cyber-resilient server architecture 
include management software, robust system recovery capabilities, and security features. For large or 
otherwise critical deployments where minimizing downtime is essential, each of these additional layers of 
protection also reduces risks of failure or compromise.

Hardware: A Critical Foundational Choice for Security
Insecure Hardware is a Poor Foundation
Though measurements and metrics such as mean time between outages or failures are common throughout 
IT shops across the world, many IT shops forget to consider how the underlying system design and the 
individual components chosen by manufacturers affect security throughout the system’s lifecycle.

When considering a secure hardware choice, prospects need to study the levels of protection their perspective 
supplier has already “baked-in” versus what they will need to acquire to protect firmware and data. While some 
data centers with strong physical access controls may rely on those access controls to reduce close proximity 
attacks such as electromagnetic field (EMF) emanations or processor lead probing, some feel they need 
additional case intrusion protection and notifications. Beyond physical intrusions, all system managers need to 
be concerned with malware. From basic malware designed to attack the applications and operating systems, 
to more advanced malware that aims to corrupt firmware or other core components, different controls are 
needed to protect against these attacks. A malware defense designed to protect applications and the operating 
system may not even have the chance to see malicious attacks on firmware, allowing undetected damage to 
occur. For firmware protections, security needs to rely on their hardware partner.

Typical attacks focus on the basic input/output system (BIOS) and in the last few years expanded to USB 
devices, storage firmware, and other firmware in essential system components, with theoretical attacks 
devised against video graphics processing units, network adapters, I/O controllers, and power management 
subsystems. Many hardware manufacturers store firmware code and configuration information in some form 
of erasable, programmable, read-only memory EPROM/EEPROM chips to accommodate future patches or 
other updates. Unfortunately, this flexibility also makes those components vulnerable to attack.

1 BadUSB Now has Do-It-Yourself Instructions. 
2 Firmware Vulnerable! Can be Hacked!

http://www.enterprisemanagement.com
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Differentiating Premium Hardware From Commodity 
Hardware
Despite IT budgets rising consistently between seven and nine percent each year over the past four years,3 
business leaders are pushing IT to provide a disproportionately greater increase in services. This push keeps 
many IT shops behind the curve, forcing IT management to make tough purchasing choices. One of those is 
whether to choose a hardware provider versus a hardware partner. There is a difference. Hardware providers 
source the least expensive parts to build servers, producing them at the least cost. This is why the servers they 
produce are referred to as commodity hardware. Examples of companies that fall into this category are Super 
Micro, Servers Direct, Build Your Own, ABMX Servers, and Iron Systems, among others. A hardware partner, 
like Dell EMC, delivers a fully-tested, robust hardware solution rigorously verified for operability, durability, 
longevity, ease of management, and security resilience.

While the purchase cost of hardware is a consideration factor for systems acquisition, it should not be the only 
one or even the most important. Taking a cheap approach to hardware can significantly raise the total cost 
of ownership. Cheap hardware often requires earlier replacement, and lacks scalable operations. Security 
management tools drive losses in productivity through insufficient management scalability, higher power 
usage, and more difficult security management. Then, to address these shortcomings, IT has to invest in 
third-party tools at an additional hard cost.

Selecting a Secure Hardware Partner is Essential to Business
On April 11, 1970, Apollo 13 launched from Kennedy Space Center. This launch was the culmination of 
years of effort. One of the critical and flawed choices made was to reuse an oxygen tank that was originally 
intended for use in the Apollo 10 mission, but was damaged during installation. That tank was reconditioned 
and used for Apollo 13 to cut hardware costs. It exploded during the mission, 200,000 miles from Earth, 
causing other critical failures that jeopardized the lives of the crew and led to the failure of the mission. 
Choosing the proper hardware to support any mission has a tremendous effect on the positive or negative 
outcomes. Making the best choice is often not recognized because everything goes well and everyone 
moves on. While making a poor hardware choice in IT rarely affects human life, it often affects the success 
of both IT and business missions.

Today, IT transformation is a sweeping movement to improve service delivery capabilities in a reproducible 
and repeatable manner. Transformation involves a complete overhaul of an organization’s IT systems and 
processes. IT transformation drives changes to network architecture, hardware, and software, including 
how applications are delivered and how data is stored and accessed. Innovation feeds transformation of IT 
operating models. Such transformations rely on solid hardware foundations to be successful.

In recent research,4 Enterprise Management Associates® (EMA™) identified a number of key perspectives 
and outcomes from organizations that underwent or are currently undergoing large-scale IT transformations. 
Organizations that are well down this path and have been successful in their IT transformation saw huge gains 
over companies that had not moved into IT transformation.

Organizations that consider themselves extremely successful in their IT transformations are more heavily 
invested in technology for management scalability and process automation. Seventy-three percent of them 
felt that technology was a driver of their transformation. The research found a tight correlation between IT 
organizations who scrutinized their technology partners and pushed forward in their technology advancements. 
When companies beginning their IT transformation were asked, “What kind of partner will be most relevant to 
supporting your transformation initiative going forward?” IT infrastructure hardware providers were identified 
in the top five responses. Thirty-four percent of businesses that were already significantly on the journey 
and considered themselves extremely successful said their IT infrastructure hardware providers were key 
transformational partners (this was a top two response). 

Organizations that have been successful in their IT transformation recognized that their choice of hardware 
infrastructure partner was crucial and had a direct effect on the transformation outcome. The research also 
showed that 94 percent of those extremely successful organizations had specifically targeted their industry 
partners in supporting the IT transformation. Part of that decision-making process was identifying vendors 
that partnered to deliver performance and security, rather than just choosing vendors with the lowest bid. 

3 Compilation of EMA’s “Data Driven Security Tools” research 2013-2017
4 “Digital and IT Transformation: A Global View of Trends and Requirements,” Enterprise Management Associates. 2015.
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Creating a Cyber-Resilient Architecture
Built-in Security vs. Bolted-on Security
A cyber-resilient architecture is not a goal; it is a lifecycle approach from systems design to retirement. Dell 
EMC PowerEdge servers are built using hardware from trusted partners rather than lowest-bid bulk suppliers. 
The supply chain security is enhanced by either controlling the supply chain directly or working with only vetted 
vendors to ensure quality hardware components with operationally tested and security-verified firmware. 

PowerEdge has been providing commercial-grade, hardened x86-based systems since 1994. The proprietary 
integrated Dell Remote Access Controller, nicknamed iDRAC, is an agent-free management solution to 
manage server hardware and security without relying on the operating system. Security has been an integral 
part of iDRAC in the past two generations of PowerEdge servers and iDRAC9, part of the fourteenth generation 
of PowerEdge servers, includes numerous security enhancements.

Dell EMC PowerEdge servers also deliver one of the biggest differentiators for a hardware partner: the 
immutable Silicon Root of Trust. PowerEdge authenticates BIOS and firmware with a cryptographic Root of 
Trust during the server boot process. The Silicon Root of Trust is a hardware component inside PowerEdge 
servers developed through specialized research that is impervious to current known attacks. It is always on, 
working independently of the operating system to ensure all certificates and keys within its span of control are 
correct. So long as the Dell authorized packages are used for updates, the Silicon Root of Trust authenticates 
and protects the firmware in the system including the BIOS, iDRAC, Chassis Management Controllers (CMC), 
PowerEdge Raid Controller (PERC), Network Daughter Card (NDC), Non-Volatile Memory Express Controller 
(NVMe), SAS Drives, and Power Supply. The iDRAC and BIOS images are re-verified at each reboot/power 
cycle. Each firmware update is verified via digital signatures. This prevents any known malware from infecting 
firmware components of the system.

Customers that want extended lifecycle support can choose elevated levels of service that use a combination 
of iDRAC and the Silicon Root of Trust to deliver proactive alerts and notifications of system status, and 
identify changes related to the system configuration.

Protecting Workloads and Data by Design
This is where the Dell EMC PowerEdge server really shines. Dell EMC has over two decades of experience 
applied to becoming a tier-1 hardware partner, creating servers that are designed for cyber-resilience. This 
resilience includes providing extended and advanced remote management capabilities that even support dark 
data centers. Dell EMC also has an unbeatable foundation for security including effective protection, reliable 
detection, and rapid recovery of the entire system against numerous forms of attacks including firmware, 
unauthorized remote access, and unauthorized changes.

The PowerEdge 14G release in July 2017 pushes Dell EMC to the forefront of the market as the standards-
based server with the highest levels of assurance and protection, exceeding competitors with documented 
security achievements. Some of the security criteria include being Common Criteria EAL4+ certified, FIPS 
140-2 certified when used with self-encrypting drives, and having the FIPS 140-2 certified TPM v 1.2 and 
2.0 with signed firmware updates, using cryptographic authentication in the firmware image. Further criteria 
include adherence to NIST5 specifications SP800-147B and NIST SP800-155, quality standard-reviewed 
software design lifecycle during the product development lifecycle, active directory, and two/multi-factor 
authentication support. Dell EMC is determined to be second to none when it comes to security leadership 
and systems innovation. Being the most secure standards-based servers also require PowerEdge servers to 
have extensive data-at-rest protection using data encryption and data loss prevention technologies, as well 
as self-encrypting drives for storage.

While in transit, PowerEdge can authenticate and encrypt data packets in flight. Data can also be securely 
erased when a server is decommissioned.6 Dell EMC PowerEdge also provides dynamically-enabled USB 
ports that are on when users need them and off when they don’t to deter the use of rogue devices for inserting 
malicious code or extracting data. PowerEdge’s underlying security features have been expanding over time, 
with each generation improving the construction as new protection methods are tested and proven.

5  National Institute of Standards and Technology (NIST). NIST is a measurement standards laboratory and a non-regulatory agency of the United States Department of 
Commerce. It publishes many guidelines and standards related to cybersecurity.

6  For more details on the security features, go to: https://www.dellemc.com/en-us/servers/index.htm#overlay=/collateral/whitepaper/dellemc-cyber-resilient-security-14g.pdf
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Server Integrity and Security From Silicon to System
Whether caused by malware, improperly executed or unauthorized changes, or failed patches, configuration 
drift must be quickly detected and dealt with. Dell EMC PowerEdge has been concerned with maintaining 
system integrity for years. As systems management matures, iDRAC and other tools have evolved to meet or 
exceed systems management expectations, ensuring that servers are configured as intended and expected. 
iDRAC continuously monitors the system to detect changes in configuration parameters across the firmware. 
If a change in code or version of the monitored components is detected, iDRAC logs the variation and alerts 
administrators to the time and nature of the change. This alert minimizes the possibility of a malicious entity 
leveraging the change to land and expand in the environment.

As part of an additional layer of security, Dell EMC engineered physical intrusion detection for the chassis. If 
an attempt is made to open the case, an alert is logged and sent to administrators. If a chassis intrusion alert 
is received or when the server is ready to be retired, the administrator can then dump the data encryption keys 
to erase any settings, data, and other sensitive information stored in certain internal hard drives, as well as in 
other kinds of onboard storage.

Restoring to the Trusted State
If an attack is somehow able to successfully change a monitored component outside the OS, PowerEdge has 
built-in automatic recovery to rapidly restore the server to a trusted codebase, whether the attack is made 
against the BIOS, firmware, signed drivers, or any other signed components. This is even possible when parts 
of the motherboard have been replaced. Administrators can initiate a trusted-state restore of the OS.

EMA Perspective
EMA’s perspective on this area tightly aligns with the NIST guidance to protect systems from unauthorized 
changes not only in the operating system, but in the firmware. It is much more difficult to address server 
security after deployment and implementation. Server security should be carefully considered from the initial 
planning stage. Developing such a plan will support server administrators in making the inevitable tradeoff 
decisions between usability, performance, and risk.7

For critical projects where executive and customer visibility is high, and where failure can mean being fired, 
building cyber-resilient infrastructure is a key consideration. After spending hundreds of thousands to millions 
of dollars for network infrastructure and application accelerators to optimize delivery, saving a few thousand 
to a few tens of thousands of dollars by going with cheap hardware seems counterproductive. Incurring that 
additional expenditure brings performance, security, and operational efficiency that more than compensate for 
the additional upfront expenditure over the three- to seven-year depreciation of the hardware. 

About Dell EMC
Dell EMC, a part of Dell Technologies, enables organizations to modernize, automate, and transform their data 
center using industry-leading converged infrastructure, servers, storage, and data protection technologies. 
They provide a trusted foundation for businesses to transform IT through the creation of a hybrid cloud, 
and transform their business through the creation of cloud-native applications and big data solutions. Dell 
EMC PowerEdge servers can deliver a consistent and scalable design for any workload, from traditional 
applications to cloud workloads and converged platforms. Dell EMC services customers across 180 countries, 
including 98 percent of the Fortune 500, with the industry’s most comprehensive and innovative portfolio from 
edge to core to cloud.

7 NIST SP800-123 Guide for General Server Security page ES-1 and 3-5 Configuration/Change Control Management

http://www.enterprisemanagement.com
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