
Found in almost every unit of a healthcare facility, medication carts are designed to safely and securely deliver medications to the 
point-of-care. These carts ensure that clinicians have quick, secure access to supplies and medications while supporting a safe 
and efficient medication administration workflow.  
 
While essential for patient care, if medication carts are not properly protected they present a security risk for organizations. 
One potential issue with unsecured carts is the opportunity for drug diversion—the use of prescription drugs for unintended 
purpose —especially if the cart houses narcotics or high-value medications, such as oncology drugs. In addition to being a 
security threat, deliberate diversion of controlled substances for personal use or illegal resale represents an important 
patient safety issue as well.  
 
 
Controlling Access Using Numeric PIN Codes

One way to secure medication carts and prevent drug diversion is by controlling access to the carts and authenticating users—making 
sure the individuals opening the medication drawers are permitted to do so and that their correct identity is captured. PIN code security 
is a common, simple and relatively inexpensive way to do this.  
 
If designed and implemented properly, a PIN code security system can be very effective and have little impact on day-to-day operations. 
Without deliberate forethought, however, this type of system can disrupt workflow and not fully address security risks. Before committing 
to a potential system, organizations should carefully review the various features available and determine which components would work 
best with the unique characteristics of their organization. The following sections discuss considerations to keep in mind during this 
process. (See “The PIN Code Security Checklist” for an at-a-glance set of questions to further guide efforts.) 
 
 
Consideration 1: Construction

The cornerstone of a PIN code security system is the construction of the codes themselves, including their length and whether or not they 
are randomly generated. 
 
Many organizations use four-digit PIN codes. Although easier to remember than longer codes, four-digit codes may be limiting because 
there are only 10,000 unique combinations for an entire organization. While this may seem like a lot, an organization with 100-200 
medication carts and hundreds of cart users (including per diem or traveling staff who require their own PIN codes) may quickly run out 
of unique numeric combinations. Similarly, if an organization has high turnover, causing new PIN codes to be needed frequently, a shorter 
code length could quickly lead to an insufficient number of available combinations. To ensure an adequate pool of codes, organizations 
should consider systems that require five- or six-digit PIN codes, increasing the number of potential combinations dramatically. 

 
In addition to determining PIN code length, organizations need to evaluate the average number of guesses it would take to guess 
a combination. For example, if a facility uses four-digit codes and has one thousand codes currently assigned, one out of every ten 
guesses, on average, would be correct. To mitigate this risk, a good security practice is to implement a lockout period, where the cart 
cannot be accessed for a certain period of time after too many incorrect attempts.
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Consideration 2: Assignment

To ensure optimal security, each authorized individual in an organization should have their own unique PIN code. This approach 
both limits PIN code sharing and helps to track potential issues all the way down to the individual level. For example, if narcotics 
are missing from a medication cart and cannot be accounted for, unique PIN codes make it significantly easier to identify who 
had access to the cart and when. In contrast, PIN codes shared by an entire unit or multiple employees would make this task 
much more difficult, if not impossible. 
 
Assigning PIN codes randomly versus letting users choose their own is not always a clear cut decision, and there are advantages 
and disadvantages to each approach. Letting users choose their own PIN codes makes recalling these combinations much easier; 
however, this will likely make the codes easier to guess, thus presenting a security risk. Studies have shown that users typically 
select simple PIN codes and passwords that do not provide strong security.  
 
A healthcare organization may also choose to have employees use an existing number, such as an employee ID, for their PIN code. 
This can also present security risks since these numbers may follow specific patterns that can be easy to guess.  When choosing 
how to assign log-in information, organizations will have to balance staff convenience and administrative burden with heightened 
security to see which approach is most appropriate for their situation. 
 
 
Consideration 3: Security

Some things to think about regarding code security include whether PIN codes should be displayed when entered, how many failed 
attempts should be allowed before the system blocks access, and what the appropriate timeout period should be when medication 
access is automatically locked. 
 
Displaying PIN codes can present a security risk, as someone walking nearby may see the PIN code and use it later to gain access 
to the cart. On the other hand, completely masking the numbers may make it difficult for users to double check whether they have 
entered the code correctly. To address this, organizations can consider using a system that masks the code numbers with a symbol, 
such as dots or stars, but includes a slight delay. In other words, users should be able to enter their PIN codes and see each digit 
briefly before it is masked. This system would only show the last number entered, so anyone walking past could not see the code 
in its entirety. 
 
As described earlier, a lockout system which times out after a set number of failed attempts is important in deterring unauthorized 
users from continuously trying code combinations. In such a lockout, the user must wait five to ten minutes before trying again. 
One thing to keep in mind with this feature is that timing is often critical in healthcare, and waiting this long could result in a 
negative impact to patient care. Establishing an override process where a nurse manager can use a specific code or key to 
cancel the lockout and regain access to the medication is a proactive way to manage this scenario. A minimal number of 
nurses should be permitted to use the override code, such as charge nurses on each shift. 
 
Another issue may arise when a nurse starts to enter his or her password and then leaves the cart for an emergent problem or 
distraction. If he or she has entered four of the five numbers in their code before walking away, an individual passing by only has 
to enter one number to gain access to the carts drawers. To mitigate this risk, organizations should consider using a system that 
auto-clears a partially entered code after a brief period of time. This way if a nurse has to walk away from the cart, no one else 
can easily gain access to its contents.  
 
Similarly, medication carts should be designed to include an automatic relocking function to prevent access when a nurse does 
not remember to lock it. This may be controlled by either a timer set for a specific interval, such as two minutes, or by a motion 
sensor that detects when the nurse has walked away without locking the drawers.
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An additional topic to evaluate is how frequently an organization should change its employees’ PIN codes. Although some 
organizations establish codes once and never change them, this potentially weakens the effectiveness of the system. 
To maintain the highest level of security, organizations should change PIN codes regularly, weighing security advantages 
against potential inconveniences. A large urban hospital with heavy foot traffic, for example, may benefit from periodic code 
changes whereas a small, rural hospital may not require them as frequently.  
 
Organizations should consider how to remind administrators to change PIN codes, and whether to change codes for small groups 
of users as they expire, or for all users at selected intervals. Also think about what happens to old PIN codes when users leave the 
organization; one option is to block old codes from use for a period of time. 
 
Finally, organizations should carefully decide who will be an administrator and how PIN codes will be stored. For security purposes 
 it is important to limit the number of individuals who have access to the database of codes. PIN codes should be stored in an 
encrypted format in a central database with secure access (not in an Excel file on a non-encrypted flash drive), and administrators 
should be trained on security policies and procedures for their facility so that they can provide new codes when needed 
 
 
Consideration 4: Backup Systems

Because PIN code systems involve technology, organizations should have a plan for accessing medication carts in the event that 
technology fails. As previously discussed, “override” PIN codes provided to nurse managers may work when an individual user’s code 
does not work or is invalid, but if all codes do not work due to a systemic failure, it may be necessary to have a physical override, like 
a key, that can unlock the medication cart. Only a few individuals should have access to the key, such as the nurse managers for each 
shift. Use of physical keys should be minimized, especially if there is no ability to record access for auditing purposes. The keys should 
be constructed in a way that makes them very difficult to duplicate. 
 
It is also good to back up the central PIN code database and ensure there are copies for management located on a central server. It 
can be quite disruptive if PIN codes are inadvertently deleted or if server access is unavailable for administration.  
 
 
Consideration 5: Auditing

While most of the topics discussed here relate to preventing drug diversion, it can still occur despite facilities’ best prevention efforts. 
Organizations should be prepared to respond with an investigation for these types of events when they happen. Medication carts 
that support auditing—the ability to analyze who has accessed the cart and when—can help to uncover potential issues, or track 
problems back to specific users. It is important to ensure that any PIN code system can be easily audited. It may take a while to get 
to the bottom of a drug diversion problem, so a system should allow for an extended historical view of cart use.  
 
In conjunction with auditing, a system should also be able to monitor usage for unusual activity, such as repeated PIN code denials 
tied to the same cart, or in a specific unit. The system should send an alert to security administrators, highlighting trends that warrant 
attention and identifying potential drug diversion problems early on. 
 
Balancing Security with Workflow

When selecting a PIN code security system, organizations must balance security needs with workflow considerations. It is important 
to involve users in the design, evaluation and testing of a security system to fully understand what may enhance or detract from 
their patient care efforts. Testing the system on a limited scale can also identify potential workflow issues early in order to prevent 
disruptions in a larger scale deployment. When issues have been identified and solutions have been put in place, a facility can begin 
to implement the system across the entire organization.

®2013 Rubbermaid Healthcare.  All rights reserved

P
u
t 

a 
P

IN
 In

 It



®2013 Rubbermaid Healthcare.  All rights reserved

For more information contact us at 888-859-8294 
or email customer.service@rubbermaidhealthcare.com

PIN Code System Checklist: 

Use these questions to guide selection of a PIN code security system

	 •	 How	long	should	PIN	codes	be?		What	is	the	probability	of	gaining	access	when	guessing	a	PIN	code?

	 •	 Does	the	system	support	the	randomization	of	PIN	codes?	Does	it	automatically	manage	the	pool	of	available	PIN	codes?	

	 •	 Should	each	individual	have	his	or	her	own	PIN	code?	Should	there	be	any	“group/shared”	PIN	codes?	How	will	this	affect 
	 	 security	and	auditing	requirements?

	 •	 How	many	carts	will	one	PIN	code	unlock?	Can	carts	be	assigned	to	specified	users?	If	so,	how	easy	is	it	to	administer	this	 
	 	 capability? 
	 •	 How	are	PIN	codes	displayed	as	they	are	being	entered?		Are	PIN	codes	automatically	cleared	after	a	partial	entry?

	 •	 How	many	failed	attempts	are	permitted?	Is	there	an	override	feature	after	too	many	failed	attempts? 
	 	 How	should	overrides	be	managed	so	as	not	to	compromise	security	and	auditing	requirements?

	 •	 How	often	should	codes	be	changed?	How	easy	is	it	to	change	a	code?	What	happens	to	previously	valid	PIN	codes 
	 	 after	they	are	changed?	What	is	the	process	when	users	leave	the	organization?

	 •	 Is	there	a	physical	backup	to	access	medications	if	the	system	fails?	How	should	this	alternate	access	be	managed 
	 	 so	as	not	to	compromise	security	and	auditing	requirements?

	 •	 Can	the	system	be	audited?	How	long	should	access	records	be	stored?

	 •	 Can	the	system	monitor	unusual	activity	and	notify	security	administrators	proactively?

	 •	 Is	the	system	flexible	to	make	changes	when	organizational	needs	or	regulatory	requirements	change?	 
	 	 What	is	the	process	to	make	updates?

	 •	 What	is	the	plan	for	testing	and	deployment?	How	will	users	be	engaged	in	the	process? 
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Learn more

At Insight, we’ll help you solve challenges and improve
performance with intelligent technology solutions.

Work smarter
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