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Today’s enterprises face new requirements for their datacenter
and cloud architectures, from keeping pace cost-effectively
with fast-growing traffic to ensuring optimal application
performance no matter how quickly business needs or the
enterprise environment evolve. At the same time, IT must reduce
costs and datacenter sprawl, ensure security and uptime, and
prepare for a new generation of cloud computing initiatives.
While many Application Delivery Controller (ADC) solutions
promise to meet demanding customer needs, the reality often
falls short. Taking a closer look at the available options and

how they measure up against the criteria that matter most, it
becomes clear that NetScaler beats the competition—providing
better performance and scalability than any other solution.

An ADC is one of the most critical elements of an organization’s datacenter and cloud
architecture. As you evaluate ADC solutions, it's essential to pay close attention to their ability to
address the most important challenges in your environment. While many providers try to
position themselves at the leading edge, organizations soon discover their limitations in
enabling next-generation cloud infrastructures and cloud-ready enterprise networks. Only
Citrix” NetScaler®, developed by the leader in cloud networking, gives customers the features
and functionality they need to build next generation-infrastructures—with the flexibility,
scalability and performance to deliver optimal value even as customer needs evolve.

This paper highlights nine key datacenter and cloud architecture challenges that NetScaler
helps solve more effectively than any other ADC to help you:

Address surges in traffic quickly and cost-effectively with on-demand elasticity
Reduce TCO within the datacenter through ADC consolidation

Enable network application-awareness through unique third-party integrations
Expand hardware seamlessly without downtime

Cloud-enable your datacenter for greater agility, elasticity and cost efficiency
Drastically increase application performance in real-world environments

Focus on application delivery—not programming

Combine strong security with high performance

O o N oy W

Achieve the visibility to deliver an outstanding user experience
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1. Address surges in traffic quickly and cost-effectively with on-demand elasticity
Today’s dynamic business environment exerts new pressures on networks to respond quickly to
sudden or unpredictable changes in demand without lag in application performance or missed
SLAs. Traditional over-provisioning is costly and slow.

Some companies try to solve this problem with chassis-based systems, but the reality is that a
hardware-centric approach will always involve substantial procurement and installation delays, as
well as the risk of unused capacity and unplanned network investment. Per-chassis licensing drives
high initial acquisition costs, and large chassis-based systems also consume valuable datacenter
resources such as power, rack space and cooling capacity. Further, once a short-term surge has
passed, there is no way to scale back resources, leaving you stuck with excess capacity.

NetScaler burst pack licensing, an element of Citrix® TriScale™ Technology, makes it simple to
flexibly scale up or down as business needs dictate. This is made possible by an architecture
that lets customers purchase an ADC solution optimally sized to meet their current needs, while
preserving the ability to scale up or down to support future capacity requirements as needed—
all without purchasing additional hardware.

2. Reduce TCO within the datacenter through ADC consolidation

Virtualization has delivered transformational benefits in servers, storage and networking by
enabling IT to address the inefficient utilization and high management and infrastructure costs
resulting from datacenter sprawl. Now ADCs are following a similar path, as inefficient utilization
and high costs make them a prime candidate for consolidation through device virtualization.
Virtual application delivery controllers promise to extend the benefits of virtualization into the
core of the networking infrastructure, enabling large-scale consolidation of separately deployed
ADC appliances.

Some chassis-based systems promise the benefits of ADC consolidation. However, they fall short
of NetScaler on the criteria that truly matter to customers:

* ADC consolidation density — A single Citrix NetScaler SDX appliance supports 80 fully isolated
ADC instances in a single two rack-unit appliance. To support this many instances with other
providers’ devices, you'd have to deploy and manage a dozen or more separate appliances, or
invest in a more expensive chassis-based system consuming far more the power and rack space.
In comparison, NetScaler SDX helps you consolidate existing ADCs in your network cost-
effectively, without feature or performance degradation and with ample headroom to handle
future expansion needs.

ADC isolation — NetScaler SDX dedicates critical system resources, including memory, CPU and
SSL processing, to individual NetScaler ADC instances. Competing technologies that don’t allow
SSL or compression processing to be assigned on a per-guest basis mean that a single guest
can starve out adjacent tenants of resources—resulting in higher application latency or
dropped sessions.
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3. Enable network application-awareness through unique third-party integrations

With application breadth and usage at an all-time high, the entire network foundation that carries
this traffic needs to become more application-aware to ensure efficient and secure delivery of
application data to users. Furthermore, the explosion of trends such as the cloud and bring your
own device have reinforced the need for a truly application-fluent infrastructure.

An application-aware network lets you define truly app-centric network policies without the need
to manually define policies for each app into each network service. The extensible architecture of
NetScaler SDX enables best-in-class, alliance partners such as Cisco Systems to run NetScaler
services directly on Cisco’s UCS Server and Application-Centric Infrastructure, allowing in-place
NetScaler multi-tenancy and consolidation services to be extended to alliance partner solutions.
Solutions that aren’'t based on a true SDX architecture. lack this extensibility, making it impossible
to achieve a single unifying platform to consolidate advanced network services while preserving
the ability to select best-in-class solutions from market leading providers.

NetScaler customers benefit from numerous Citrix partnerships that help them deploy a fully
integrated, application-aware network environment.

Citrix has collaborated with Cisco to deliver the Cisco 1000V, which provides best-in-class ADC
services that run on Cisco’s Nexus Virtual Service Platform. This provides a virtualized network
platform that delivers scalability, elastic instantiation and multi-tenant operation, all with a
common approach to service provisioning and management. This allows customers to holistically
control L2 — L7 network services in a unified manner and deliver true cloud service automation
with deep network and application-level intelligence, speed service deployment and simplify
networking services. Other aspects of the partnership include:

* An open ecosystem for service integration — Cisco and Citrix are guiding the IETF standard for
the Network Service Header (NSH) Protocol to support the fluid movement of service functions
and application workloads within a flexible, elastic fabric.

* A scalable and elastic architecture for physical and virtual appliances — The two companies
are working to deliver NetScaler integration with Cisco ACI, which defines a policy-based service
insertion mechanism for both physical and virtual ADC appliances.

* Seamless deployment with Cisco Nexus 7000 — The NetScaler SDX service delivery networking
platform and NetScaler MPX hardware-based ADCs offers integration with Nexus 7000 Series to
provide higher resiliency, plug-and-play installation, improved agility, and increased leverage of
both switching and ADC investments.

* Cisco RISE Integration — This integration brings NetScaler MPX and SDX services to the Cisco
Nexus 7000.

* Cisco vPath integration — Customers can seamlessly insert NetScaler application delivery
services into virtual and cloud networks.

citrix.com 4



White Paper Why choose NetScaler

Other key Citrix NetScaler SDX alliance solutions include:

* CA Technologies — The CA SiteMinder access management solution solves the problem of
device, application and information diversity while simplifying user authentication and providing
secure, high-performance access.

* BlueCat Networks — BlueCat Networks software solutions give organizations the power to
manage “everything IP” in their network, including devices, users and IP activity.

* CSE Secure Systems — SecureMatrix is a unigue, patented and highly secure tokenless matrix
authentication solution.

* Palo Alto Networks — Next-generation firewalls allow users to safely enable applications and
strengthen their security posture across the entire organization.

* Websense — Unified content security provides protection from advanced persistent threats,
preventing the loss of confidential information, and enforcing Internet use and security policies.

4. Expand hardware seamlessly without downtime

Business agility depends on IT’s ability to expand datacenter capacity seamlessly and cost-
effectively to support new requirements such as revenue-generating applications or services.
NetScaler provides a superior approach with advanced clustering technology that other solutions
can't match.

Other clustering schemes often scale out capacity by using multiple blades together—an
approach with significant restrictions, such as limiting the number of blades that can be clustered
and preventing blades across different chassis systems or appliances to function within the same
cluster. This impairs overall datacenter flexibility.

In comparison, NetScaler clustering allows up to 32 physical or virtual appliances to be clustered
together. NetScaler also allows customers to group multiple appliances transparently under a
single virtual IP address (VIP) so they can work together simultaneously to support one or more
applications. This is made possible by the ability of NetScaler to flexibly stripe application traffic
across multiple devices in a cluster—providing significant application services availability and
scalability across multiple ADCs in the cluster. Solutions lacking this capability can provide only
spotted application traffic support on ADCs in their clusters, with a high potential for significant
application disruption in the event of failure by its host ADC.

NetScaler also ensures high availability through active-active clustering, providing a more cost-
effective and manageable alternative to the wasted capacity, high cost and limited scalability of
traditional active-passive pairs. In this configuration, multiple NetScaler ADCs share the load
simultaneously; if one drops offline, the others pick up the load automatically. Only NetScaler
supports active-active Striped VIP clustering; to achieve similar results with another solution,
customers would have to double their ADC costs to ensure high availability—a tremendously
inefficient and expensive approach, especially for large-scale deployments.
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5. Cloud-enable your datacenter for greater agility, elasticity and cost efficiency

Whether a customer’s cloud strategy revolves around public cloud services, a private cloud within
their own datacenter or a hybrid approach, datacenters needs to be designed with new levels of
flexibility to help them leverage the agility, elasticity and economics of cloud computing. The ADC
they choose is often pivotal in this transformation.

NetScaler CloudConnectors provide advanced cloud-enabling technology that makes applications
appear as though they are running on one contiguous enterprise network, enabling your
enterprise for hybrid clouds by providing:

* Seamless network bridging to overcome IP addressing and routing challenges

* IPSec security to ensure that data remains secure as you run application workloads in external
cloud environments

* TCP optimization, compression and data de-duplication to minimize WAN-induced performance
degradation between your datacenter and the cloud

* Transparent global server load balancing so users have a single path to their applications no
matter where they're hosted

6. Drastically increase application performance in real-world environments

As traffic volumes rise, applications become more complex and the enterprise workforce grows
more distributed, it becomes more challenging to deliver a high-quality experience for every user
in every location. To ensure optimal application performance, customers need application-aware
ADC capabilities far beyond basic load balancing.

The ADC selection process now includes making sure that the solution can handle simultaneously
managing numerous traffic profiles dominated by higher-layer protocols, as well as providing the
required processing power for a multitude of advanced features such as IPvé, SSL offload,
compression, caching and virtual server authentication. Independent ADC testing from the Tolly
Group has shown that Citrix NetScaler delivers:

* Up to 4.8 times the performance of competing solutions in real-world testing scenarios

* More consistent performance as more features are enabled

* Significantly better performance when scaling multi-tenancy or multi-instance configurations

The official Tolly Group report can be downloaded at: http://www.tolly.com/Docdetail.
aspx?Docnumber=214107

citrix.com 6


http://ww.tolly.com/Docdetail.aspx?Docnumber=214107
http://ww.tolly.com/Docdetail.aspx?Docnumber=214107

White Paper Why choose NetScaler

7. Focus on application delivery—not programming

Shifting business requirements and a rapidly evolving enterprise environment call for a dynamic
approach to application delivery. ADC administrators need to be able to quickly adapt ADC policies
as needed to ensure optimized application delivery in every scenario. Requiring them to perform
this work through manual coding would force them to spend much of their time sorting out
complex scripting environments, deducting from the time spent focusing on the applications and
meeting business needs. This also opens the business to risk in the event that the coder leaves the
organization. To meet the needs of the business accurately and efficiently, administrators need
intuitive, easy-to-use tools to quickly deploy and update ADC policies—without the need for
programming.

NetScaler takes a far simpler approach with innovative declarative policy expression. The NetScaler
AppExpert Visual Policy Builder abstracts NetScaler's underlying policy framework infrastructure—
including the object model, APIs and language syntax—so administrators can state straightforward
application delivery policies such as “I want to compress this” or “I need to cache this” to get the
best out of the organization’s applications.

8. Combine strong security with high performance

The ever-increasing flow of personal and financial data over the Internet, combined with the
spread of easy-to-use hacking tools such as Firesheep, has led application owners to adopt an SSL
Everywhere posture. For better protection, many are migrating from the de facto standard of 1024-
bit to 2048-bit SSL key strength, which offers an exponential increase in protection—but also
requires five times more processing power.

Citrix NetScaler MPX and SDX appliances incorporate the industry’s most advanced SSL
acceleration and offload technologies to handle the increased processing imposed by the use of
2048-bit keys. Key optimizations include:

* Intelligent load balancing of SSL — SSL sessions are load balanced across the set of integrated
SSL acceleration chips to provide the best processing performance and lowest latency

* Multiple queues — Multiple SSL operations can be queued per chip to optimize utilization of a
chip’s processing capabilities

* SSL resource isolation — In a multi-tenant ADC deployment, each tenant is assigned dedicated
SSL resources, preventing one ADC instance from consuming a disproportionate processing
capacity and degrading the performance of other tenants

9. Achieve the visibility to deliver an outstanding user experience

To maintain high productivity and customer satisfaction, you need to deliver an outstanding user
experience in every scenario—even as app and desktop virtualization, mobility and the cloud
reshape your architectures. Application and network managers depend on tools that provide deep
visibility into application-layer data within both datacenter and cloud environments for proactive
health monitoring and to enable fast problem resolution.
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The NetScaler Insight Center application visibility solution combines network-based
instrumentation with an efficient and powerful management system that transforms raw data
(real-time and historical) into actionable information. Support for the open AppFlow standard
extends the TCP-level information captured by IPFIX, letting you use your NetScaler footprint as

a full application tap. HDX Insight provides visibility into ICA traffic down to the level of individual
virtual channels, allowing you to ensure an optimal user experience and maintain SLAs for any user,
anywhere, on any device.

Conclusion

The ADC you choose will have a definitive impact on the performance, scale and security of your
entire application environment—as well as the return on your investment. As you consider your
options, make sure to look beyond vendor promises and past history to the solution’s ability to
meet your most important challenges for the future of your datacenter and your business. Citrix
NetScaler beats the competition on the features and capabilities that matter most. On-demand
elasticity helps you cost-effectively keep pace with surges in traffic, while advanced clustering
lets you support new requirements seamlessly and efficiently. Third-party integrations to enable
application-awareness, combined with unique cloud-enabling technology, help you leverage the
agility, elasticity and economics of the cloud while handling workloads more intelligently. Even as
your environment grows more diverse and distributed, NetScaler improves your performance in
demanding real-world environments and helps you deliver an outstanding user experience—
without sacrificing security. Delivering the advanced ADC capabilities your business demands,
with the cost efficiencies and streamlined management your IT organization needs, NetScaler
provides a foundation that other solutions can’t hope to match—as more and more businesses
have already discovered.

For more information visit: www.citrix.com/netscaler
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