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Organizations are constantly exposed to new computer security risks, ranging from phishing 

attacks to malware. The pervasive use of smartphones, tablets, and other wireless mobile 

devices, the growing popularity of “bring your own device” (BYOD) computing, the rise of 

cloud computing, and a dramatic increase in “big data” gathered from embedded “smart” 

devices warrants a thorough re-examination of your organization’s end-to-end and network 

security policies and practices.

You may have firewalls, VPNs, virus protection, and a trained technical staff, but as the 

world moves deeper into the post-PC era, these measures alone may not be sufficient 

to mitigate the cyber risks your organization faces 24x7x365. Even with traditional 

safeguards in place, you may be at risk of a security breach that can seriously impact 

your infrastructure, your ability to deliver products and services, your level of regulatory 

compliance, and your reputation.

Effectively managing cyber risks starts with understanding the scope of today’s evolving 

threat landscape, and then asking the right questions to assess of your security profile and 

identify areas of potential vulnerability. By helping you answer these questions, Insight is 

ready to help your organization implement proven, scalable, and cost-effective solutions. 
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CYBER SECURITY CHALLENGES  
Stories describing data breaches at major retailers and vulnerabilities affecting corporate 

and e-commerce websites have made cyber security a top-of-mind issue with most 

businesses that connect and share data over the Internet. Attacks against devices and 

networks are increasing in both scale and variety, a fact that has been well documented in 

recent statistics. Threat trends include:  

•	 “Spear-phishing”	is	a	growing	problem. Hackers generate messages that masquerade as 

 originating from legitimate sources, often involving a connection between a supervisor  

 and an employee. Clicking on the email can allow the hacker to steal the name and  

 password of an employee who has privileged access to classified data and applications.  

 Employee education and policy enforcement is essential.  

•	 Unmanaged	employee-owned	mobile	devices	are	vulnerable. The growing “bring-  

 your-own-device” (BYOD) trend requires up-to-date management policies, coupled with  

 robust document management procedures and infrastructure monitoring to guard against  

 unauthorized connections.
 

•	 The	lines	are	blurring	between	personal	technology	and	company-owned	technology	in		

	 the	workplace. The trend works two ways: uploading personal applications onto 

 company-owned devices; and the converse: loading content into personal devices and  

 potentially unsecured cloud-based storage. Organizations may encourage employees to  

 use their personally-owned applications to enhance productivity, but securing sensitive  

 data assets requires policies to manage the boundary between personal devices and  

 business networks.   

•	 Data	analytics	may	have	privacy	implications. In the era of “big data,” mining and  

 analysis of customer data can be an effective technique, but policies to ensure data  

 privacy are essential to avoid loss of trust and potential liability issues.

•	 Website	hacks	are	omnipresent. Website hacks are increasing in frequency, and registry  

 locks can be an effective preventative measure.

•	 Cloud	computing	has	its	own	liability	risks. Cloud users should be aware that vendors,  

 including the largest online storage providers, impose security agreements that limit the  

 vendor’s liability in the case of a security breach. 

•	 Security	may	an	afterthought	in	network-connected	“smart	devices.” Internet-connected

 and wireless embedded devices, including office equipment, point-of-sale terminals,  

 information kiosks, surveillance systems, and interactive signage, and countless other  

 systems, may lack adequate security safeguards. As the population of smart devices

 continues to grow, organizations need to invoke best practices for monitoring,   

 management, anti-malware defense, and protection of critical data assets. 
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THREAT TRENDS   
Malicious traffic is visible on 100 percent of corporate networks. Categories 
included: high-threat malware, hijacked infrastructure, sites without content, 
suspect FTP sites, suspect VPN sites, and pornography.  
(Source: Cisco 2014 Annual Security Report) 

Recent industry statistics1 show how the end-to-end threat landscape is changing:  

•	 Cumulative	threat	alert	totals	increased	14	percent	year-over-year	from	2012	to	2013.	

•	 Mobile	malware	is	an	emerging	threat	category:	Android	users	accounted	for	71	percent		

 of mobile malware encounters in 2013, followed by Apple iPhone users at 14 percent. 

•	 Many	users	download	mobile	apps	without	considering	security.

•	 In	2013	the	DarkLeech	attack	campaign	compromised	an	estimated	20,000	websites		

 using Apache HTTP server software. 

•	 The	US	accounted	for	50	percent	of	observed	DarkLeech	attacks.	

WHAT IS END-TO-END SECURITY?  
The technical definition of end-to-end security encompasses the protocols and solutions 

used to protect the endpoints of a network connection.2 A decade or more ago, these 

endpoints consisted almost solely of servers at the back end, and PCs at the front end. This 

client-server architecture simplified endpoint security because an IT staff could, in many 

cases, exert both operational and physical control over the servers and PCs connecting to 

the network. 

The surge in the popularity of wireless technology and mobile computing has changed all 

this by ushering in the “post-PC” era. New endpoints, in the form of smartphones, tablets, 

and embedded computing and communications devices, have seriously complicated the 

end-to-end security challenges faced by every enterprise.

Whatever the devices involved, implementing effective end-to-end security protection 

involves several steps, including verifying the identity of every connected device and every 

user, establishing secure connection sessions, encrypting and decrypting sensitive data, 

keeping devices and applications (such as web browsers) free of software bugs and malware, 

and ensuring that users know and observe best practices. In addition to security solutions 

on the endpoints themselves, network-based security measures may also needed for user 

authentication, traffic monitoring, intrusion detection, and security mechanisms that can 

protect endpoint devices such as networked printers and embedded devices that cannot 

support their own security mechanisms.
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THREE PHASES OF AN EFFECTIVE CYBER SECURITY STRATEGY   
Designing and implementing an effective security strategy can be broken down into three 

essential phases:

Phase	1	–	Prepare	

•	 Conduct	a	thorough	security	vulnerability	assessment	of	your	environment,	including	all		

 connected client devices, cloud services, and social media.

•	 Discover	points	of	security	vulnerability;	define	and	enforce	effective	preventative	policies		

 for secure operation of devices, applications, and services

•	 Harden	all	endpoints,	including	mobile	devices	and	require	layers	of	authentication	for		

 users and devices. 

Phase	2	–	Defend

•	 Protect	and	defend	devices	against	viruses	and	malware.

•	 Perform	comprehensive	patch	management.

•	 Encrypt	classified	data.

•	 Block	intruders	and	prevent	unauthorized	physical	access,	in	addition	to	blocking		

 unauthorized devices and software in accordance with policies. 

This phase involves implementing two-factor authentication procedures (potentially 

including biometric identifiers), tokenization systems, network intrusion detection systems 

(IDS) and security protocols, such as IPSec and compliance with industry standards such as 

the Payment Card Industry Data Security Standard (PCI DSS). This phase involves constant 

surveillance and maintenance of log files to ensure that network activity is consistent with a 

normal profile.     

Phase	3	-	Contain	and	Remediate	Problems		

•	 Monitor	network	traffic	to	identify	security-related	events.

•	 Track	outbreaks	from	beginning	to	end.

•	 Isolate	affected	endpoint	devices	and	network	elements,	such	as	routers	and	gateways.

•	 Perform	remediation.	

This	phase	can	involve	the	use	of	security	information	management	systems	(SIMS),	and	

forensics applications. 

KEY QUESTIONS ON CYBER SECURITY 
Creating cost-effective cyber security solutions 
begins with asking the right questions. 

Preparing a security policy
1) Have you created a written security policy?
2) Are you aware of all known security threats?
3) Do you conduct security training for your employees?
4) What access control policies do you have in place? 
5) Do you conduct regular security audits, including  
 compliance audits?
6) What is your anti-theft policy?
7) Which of your personnel require encrypted disk  
 storage?
8) What are your policies pertaining to external storage  
 devices, such as USB thumb drives?
9) Are your cloud services and social media services  
 secure?
10) Have you perform regular inventories inventory of  
 hardware and software on your network?
 
Defending your network and data 
1) What is your normal network activity profile, and  
 what behavioral monitoring do you conduct?
2) What critical data and confidential information, must
 you protect? 
3) How do you define and enforce security levels for your  
 end-users?
4) What mobile device management policies and  
 procedures, such as software compliance updates,  
 and remotely wiping storage drives, do you have in  
 place?
5) What network device and software management  
 systems can you affordably implement?

Containment and remediation
1) If you detect a security problem, do you have the  
 expertise and tools to fix it?
2) What are your segmentation and containment  
 procedures?
3) What are your remediation procedures?
4) Do you have a plan in place for communicating with  
 affected persons in the event of a security breach?
5) What plan do you have in place to ensure business  
 continuity in the event of a security issue?
6) Where can you find qualified security professionals 
 to help?
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ANSWERS FROM INSIGHT  
Insight’s expert data protection resources include end-to-end service and consulting across 

all phases of cyber security protection. Insight’s certified security professionals have proven 

track records in consulting with business organizations to help develop and implement 

cost-effective security policies and best practices designed to operate within budgetary 

constraints. 

Insight’s	areas	of	expertise	include:

•	 Compliance	management

•	 Network	security

•	 Recovering	from	security	breaches

•	 Evaluating	security	vendors

•	 Policy-based	threat	and	risk	management

•	 Authentication	and	access	control

•	 Data	loss	prevention

•	 Data	encryption

•	 Endpoint	management

•	 Mobile	device	management		

•	 Data	center	and	network	security	optimization

Insight brings third-party objectivity and represents leading security solution providers to 

ensure your solution is tailored to meet your organization’s schedule and budget. Insight 

and our partners provide a comprehensive portfolio of solutions, from custom cyber security 

assessments to remediation and ongoing management.

Insight is a trusted technology provider of hardware, software and service solutions to 

business and government clients in more than 190 countries. Founded in 1988, Insight 

is a Fortune 500 company headquartered in Tempe, Arizona with approximately 5,400 

teammates worldwide. 

To learn more, call 1.800.INSIGHT	or visit https://www.insight.com.
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